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Editorial on the Research Topic
Mapping the Cyberbiosecurity Enterprise

We are pleased to introduce this Research Topic in Frontiers in Bioengineering and Biotechnology
on a new area of biosecurity, termed “Cyberbiosecurity.” This term, originally introduced
in the recently published strategic article by Murch et al. entitled “Cyberbiosecurity: An
Emerging New Discipline to Help Safeguard the Bioeconomy (Front. Bioeng. Biofechnol.
doi: 10.3389/fbioe.2018.00039), describes the security vulnerabilities that exist at the intersection
of cybersecurity, cyber-physical security, and biosecurity.

Entitled “Mapping the Cyberbiosecurity Enterprise,” this collective of papers was amassed to
firmly establish this topic as a new discipline within biosecurity. Each article contributes to
developing and presenting deeper understanding of this emerging topic, and helps to delineate
the range of current and potential applications of cyberbiosecurity. We also anticipate that this
collective will foster greater engagement between the biosecurity and cybersecurity communities.

“Cyberbiosecurity” has been defined as “understanding the vulnerabilities to unwanted
surveillance, intrusions, and malicious and harmful activities which can occur within or at
the interfaces of comingled life and medical sciences, cyber, cyber-physical, supply chain and
infrastructure systems, and developing and instituting measures to prevent, protect against,
mitigate, investigate and attribute such threats as it pertains to security, competitiveness, and
resilience.” While cybersecurity is a broad and well-researched existing field, its application to
specific aspects of the life sciences necessitates a conjoining of experts from each discipline which
have predominantly existed in silos to date. Defining cyberbiosecurity as a discipline is a necessary
first step in bringing these disparate groups together to expand understanding of the risks from
their relative perspectives.

Mapping the topology of cyberbiosecurity has just begun, but proponents have realized that
it has expansive applications across the life sciences, most obviously in the biomedical and
pharmaceutical domains. But as the digitization of biology grows, biotechnology is expanding far
beyond these traditional silos. The purposeful engineering of biology, including application of the
classical “design, build, test” cycle, is opening unprecedented opportunities for biomaterials and
biofuels and their use, for agriculture and food systems (from large scale crop engineering to “farm
to table”), and for bioinformatics and “AI” (from small field tools to large-scale complex systems
and cloud computing). As biotechnologies continue to advance and evolve, cyberbiosecurity will
be a key consideration in existing critical infrastructure related to all these arenas. Further, new
components of critical infrastructure may emerge and be defined through advances in the synthetic
biology industry, and cybersecurity will need to be assessed for those new components. In our
view, awareness and identification of vulnerabilities is an important first step in launching the
field, followed by the development and implementation of mitigations and solutions. Eventually,
practitioners in this growing field will be responsible for the development of guidelines and
standards of governance, which will require adherence and compatibility with existing national
defense strategies.
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This Special Collection, represented by both U.S. and
international contributors, includes writings on a number of
the topical areas described above. Vulnerabilities associated
with synthetic biological manufacturing are described, including
specific discussions of biopharmaceutical production. The
evolving platforms for biotechnology, including distributed
manufacturing models and laboratory automation, are included
for consideration. Importantly, a discussion of the public health
and stability ramifications of cyberbiosecurity in settings outside
the US are also considered. General themes in other fields,
such as agriculture, biopharma, and labs of the future are
represented in stand-alone contributions. Some technical aspects
of tool development, such as DNA synthesis security screens,
and access to pathogen genome databases provide insights
on current thinking and perceptions of risk. Finally, broad
consideration is given to cyberbiosecurity in the national security
context, given any new aspect of biosecurity must mesh with
existing national security approaches and frameworks in the
biodefense realm. Authors have also provided discussions of
options for training and strategies for workforce development,
all of which can help to build not only a general awareness of
cybersecurity among biologists and synthetic biology engineers,
but potentially develop a core of cyberbiosecurity specialists
or practitioners that will be needed for risk assessments
and solutions.
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It is our hope that this eclectic set of insights and
perspectives will broadly stimulate academia, government, non-
profits, and the private sector to identify, prioritize, resource
and pursue research, and implement solutions in the realm
of cyberbiosecurity. Such research, outcomes and change
management should focus on risk analysis, methods and
technologies, education and training, guidelines and standards,
policy, regulations and legal frameworks.
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The life sciences now interface broadly with information technology (IT) and cybersecurity.
This convergence is a key driver in the explosion of biotechnology research and its
industrial applications in health care, agriculture, manufacturing, automation, artificial
intelligence, and synthetic biology. As the information and handling mechanisms for
biological materials have become increasingly digitized, many market sectors are now
vulnerable to threats at the digital interface. This growing landscape will be addressed
by cyberbiosecurity, the emerging field at the convergence of both the life sciences
and IT disciplines. This manuscript summarizes the current cyberbiosecurity landscape,
identifies existing vulnerabilities, and calls for formalized collaboration across a swath of
disciplines to develop frameworks for early response systems to anticipate, identify, and
mitigate threats in this emerging domain.

Keywords: biosecurity, cybersecurity, cyberbiosecurity, life sciences, bioeconomy, bioinformatics, synthetic
biology, biomanufacturing

INTRODUCTION

The greatest vulnerabilities in any field can be found at its margins—at its junctions with
adjacent fields. The new discipline of cyberbiosecurity has been created to bring together disparate
communities to identify and address a complex ecosystem of security vulnerabilities at the interface
of the life sciences, information systems, biosecurity, and cybersecurity (Murch et al, 2018;
Peccoud et al.,, 2018); it serves as a lens for observation that relies on disciplinary integration.
Cyberbiosecurity describes an intersection of disciplines that falls outside any single sector; because
these convergences are not clearly analyzed, actors within a single sector do not have agency
to address potential issues and are less likely to cooperate. Such vulnerabilities exist within
biomanufacturing, cyber-enabled laboratory instrumentation and patient-focused systems, “Big
Data” generated from “omics” studies, and throughout the farm-to-table enterprise (Figure 1).
In addition to fundamental and applied research and development opportunities, off-the-shelf
solutions not yet applied in this domain likely exist. While the term is new, the concept of
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the medicine, infectious disease, systems management, and biotechnology.

cyberbiosecurity has been acknowledged as a serious concern
(Wintle et al, 2017). The issues raised in the area of
cyberbiosecurity will have substantial impact on the growing
bioeconomy!.

The solution set is not simply technical: creating cross-
sector convergence opportunities for effective communication
and collaboration as well as governance, policy, and regulatory
structures is also necessary. Derived value from cyberbiosecurity
endeavors potentially embraces economic impact, national
security, societal resilience, and environmental sustainment. In
this paper, we establish a landscape for cyberbiosecurity and issue
a call for cooperation across sectors to recognize and mitigate
potential threats.

BACKGROUND

As a part of the discussion, we refine the definition of
cyberbiosecurity. Cybersecurity encompasses the protection of
computer systems from theft and damage to their hardware,

'Bioeconomy is defined as “economic activity that is fueled by research and
innovation in the biological sciences (House, 2012).”
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software, or information, as well as from disruption or
misdirection of the services they provide. Biosecurity involves
securing valuable biological material from misuse or harm.
Initially, Murch et al. defined cyberbiosecurity as the “developing
understanding of the vulnerabilities to unwanted surveillance,
intrusions, and malicious and harmful activities which can occur
within or at the interfaces of comingled life science, cyber,
cyber-physical, supply chain and infrastructure systems, and
developing and instituting measures to prevent, protect against,
mitigate, investigate, and attribute such threats as it pertains to
security, competitiveness, and resilience” (Murch et al., 2018).
The definitions of cybersecurity and biosecurity both include
an underlying assumption of value on the part of the material
in question. We further suggest expansion of this definition of
cyberbiosecurity to differentiate it from the individual scopes
of cybersecurity and biosecurity. Cyberbiosecurity addresses
the potential for or actual malicious destruction, misuse, or
exploitation of valuable information, processes, and material at
the interface of the life sciences and digital worlds; concept
mastery requires an understanding of this interface in the context
of the threat of malignant use of technology in general. This
paper is a call to action before such a succession of events
takes place.
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LANDSCAPE

Cyberbiosecurity cuts across disciplines; impacting fields
from laboratory science, to human and animal health,
agriculture, and environmental health and ranging from
protection to management and remediation. Technology
integration is the new norm, with novel technology
improvements and simple digitization bringing easy access
to old systems, such as medical records. As technical disciplines
develop at an exponential pace and their convergence
accelerates, it is becoming increasingly clear that the fields
of cybersecurity and biosecurity must also converge in
order to address inherent digital and biological concerns.
Further, technological convergence meets the decreasing
cost for access at the Do It Yourself (DIY)/community
biology space.

CYBERBIOSECURITY IN
BIOTECHNOLOGY

Artificial Intelligence

Industry interest in artificial intelligence (AI) has experienced
a resurgence in recent years due to increased computing
power, advancing applications of neural networks, and an
emergence of new machine and deep learning techniques
across the biology sector. Biotechnology companies are
successfully utilizing these developments for drug design
and development (Zilinskas, 2017), genomics (Pauwels
and Vidyarthi, 2017), evolutionary biology (Feltes et al,
2018), protein folding (Paladino et al, 2017), and more.
This rapid and evolving interest in the landscape of new Al
technologies has led to emerging threat domains related to
information privacy and storage, ownership over biological
and genetic data, and applications of powerful technologies
(Pauwels, 2018). These issues are not new, as bioinformatics
and digitization have created a potential target; however,
the popularization of Al has refreshed these concerns in
the modern zeitgeist. There is a renewed opportunity for
life science and cybersecurity professionals to design and
implement frameworks to facilitate responsible application of AI
techniques to biology.

Automation

The convergence of robotics, machine learning, and artificial
intelligence has paved the way for automated approaches to
biology, manufacturing, software development, accounting,
and more. Improved biological engineering techniques and
robotics have converged to result in rapid prototyping and
higher vyields. Laboratories are increasingly using robots to
improve throughput and free up the hands of laboratorians
around the world (McGee, 2014; Szesterniak, 2014). As
robots are increasingly connected to networks and other
electronic systems, new cyberbiosecurity concerns unique
to automated laboratory environments are beginning to
emerge. Virtual environments allow access to infrastructure
within the physical world; this creates a vulnerability that
would permit unauthorized remote access to an automated

Frontiers in Bioengineering and Biotechnology | www.frontiersin.org
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biological manufacturing system. As automation increases
within the life sciences, so too will potential vulnerabilities
to threat.

Synthetic Biology

The term “synthetic biology” is widely used to describe activities
carried out by scientists in a variety of disciplines, from
bioengineering, chemistry, biochemistry, and materials science
to cellular and molecular biology (Hobom, 1980; Purnick
and Weiss, 2009). Today, engineers, biologists, technologists,
and citizen scientists have turned this field into a true
discipline. Systems engineering techniques are being applied
to organisms to design genetic circuits, novel molecules, and
commodities such as fuels, electricity, feed, and renewable
materials (Rollin et al., 2013; Kiss et al., 2014). Simultaneously,
the design-build-test approach traditionally used in product
development is rapidly emerging in organism engineering
(Dudley et al., 2015; Gill et al., 2016). Advancements in synthetic
biology will have a significant impact on cyberbiosecurity as
laboratory automation techniques become more widespread
and the traditional cost barrier for scale-up of production is
lowered. Similarly, the convergence of robotics, microfluidics,
cell-free systems design and synthetic metabolic engineering
stands to create new cyberbiosecurity risks and unique threat
domains (Nielsen and Keasling, 2011; Murch et al, 2018;
Peccoud et al, 2018). As these fields further develop and
converge, revealed vulnerabilities will offer new opportunity
for exploitation.

CYBERBIOSECURITY IN DIGITIZATION OF
TRADITIONAL TECHNOLOGY

Manufacturing

Science and technology-reliant organizations are becoming
more complex and networked throughout facilities, supply
chains, logistics, and transport mechanisms. Distributed
manufacturing employs decentralized production networks
linked by information technology; as more connections between
traditionally isolated systems are developed, more security
controls must be considered in order to mitigate risks and
reduce vulnerabilities. The production processes and assemblies
of biologics and other materials can also be distributed and
carried out asynchronously at geographically different locations,
allowing response to potential threats to be developed in situ.

In addition to facilitation of distributed manufacturing
techniques for traditional life sciences operations, recent
advances in cell-free metabolic engineering technologies allow
for higher throughput in production environments. This has
resulted in improved biological techniques for rapid prototyping
and higher yields. Cell-free biological systems are being used
to develop commodities such as fuels, electricity, feed, and
renewable materials (Rollin et al., 2013). As the convergence of
dichotomous technical disciplines (e.g., automation and cellular
biology) continues to expand rapidly, it is increasingly important
that the fields of cybersecurity and biosecurity converge to
address inherent digital and biological concerns.

June 2019 | Volume 7 | Article 99



Richardson et al.

Biomedical Sciences

Cybersecurity and health security converge with increasing
digitization of health data. Regulatory mechanisms are in
place to address concerns regarding privacy and confidentiality
of medical and billing information; however, this extends
beyond the cyber-patient interface in the context of electronic
medical records. Patient treatment management—including
potential drug interactions, protocols, and sensitivities specific
to the patient—is increasingly digitized. Personalized medicine
diagnostics and therapeutics are rapidly expanding, and
much of the information associated with these interventions
is maintained digitally. Biomedical data breaches are not
without historic precedent: in 2014, data breaches of three
major health systems resulted in unauthorized access to
millions of patient records, including clinical data (Kozminski,
2015). These breaches provided the perpetrators valuable
clinical data, which could be used internally or sold for
monetary gain. In addition to facilitating illicit data collection,
disruption of digitally-programmed diagnostic testing systems
or therapeutic targeting fields could result in ineffective
treatment. Medical devices are also an area of interest in
cyberbiosecurity, as many potential exploits could be leveraged
through direct and indirect interfaces with the patient and
manufacturer (Khera, 2017).

Agriculture

Throughout much of the world, food and beverage safety and
security is a high priority. Concomitantly, the economics, societal
robustness, and security implications of agriculture, foodstuffs
and beverages are massive. Extensive quality measures are in
place to prevent and mitigate threats from manifesting; outbreak
and contamination detection and response systems react when
problems are noticed. Packaging and labeling methodology have
also been improved. However, agriculture and consumables in
many countries rely on cyber-enabled systems for many aspects
of farm management, production-to-consumption, raw materials
to finished product, and logistics (Security Security DoH., 2018).
The health and security of this dimension of agriculture and
food systems is unclear from a cyberbiosecurity perspective.
We reason that vulnerable critical links and nodes exist
throughout this highly complex global and national ecosystem;
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attention to cyberbiosecurity measures is warranted and would
be considerably beneficial.

CONCLUSION

The convergence of recent advances in the life sciences with
regard to traditional cybersecurity threats has led to the
recognition and identification of vulnerabilities, known as
cyberbiosecurity threats (Murch et al, 2018; Peccoud et al,
2018). Here we present a preliminary review of the landscape of
these threats and propose recommendations to activate a “call
to action” to anticipate these threats and mitigate their effects.
Several entities have approached related issues: for example, in
October 2019, HHS announced the opening of the Health Sector
Cybersecurity Coordination Center (HC3), intended to prevent
threats to health data through strengthening cybersecurity (Office
Office HP., 2018). Though concurrent efforts touch on the issues
described, individual efforts alone are insufficient to cover the
breadth of the landscape. We call for analyses and publications
to fully scope cyberbiosecurity and identify a comprehensive
strategy to establish the discipline’s goals and objectives; we
call for carefully-crafted national or international meetings of
experts from appropriate science, technology, and social science
domains to begin to bring communities together to define
priorities for approaches to solutions by examining causes, effects
and possible remedies; we call for initiation of campaigns of
blended teams of experts engaging key government agencies
to raise awareness and initiate creation of and/or changes to
relevant policies and programs in order to incorporate relevant
cyberbiosecurity perspectives.
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The expanding digitization of the biclogical sciences places greater value on the data
generated, information extrapolated and knowledge gained. Failing to protect data
will affect a company or country’s ability to position itself optimally in the forthcoming
fourth industrial revolution. Further, more reliance on automation, distribution, and
outsourcing in biotechnology makes its infrastructure a target. The equipment and service
providers that drive physical research and development are also all connected online.
Failing to protect these resources from intrusion increases the risk of accidental or
deliberate harm, for example by the loss of control over biological products. Robust
cybersecurity measures are therefore critical for both securing the data generated by
the biotechnology sector as well as securing key infrastructure. Cyber-biosecurity is
emerging multidisciplinary field that combines cybersecurity, biosecurity, and cyber-
physical security as relates to biological systems (Murch et al., 2018). To better identify
the perceived risks at the interface between cybersecurity and biosecurity, Biosecure
conducted a pilot study that surveyed the opinions of a discrete set of international
field leaders in biotechnology and cybersecurity. The survey was carried out online from
October-November 2017. Key findings of the survey showed that cyber-biosecurity risks
were considered to be difficult to characterize due to variations in types of threats,
targets and potential impacts, and compounded by a notable variation between the level
of sophistication or maturity of mitigation and response measures. Further research is
therefore necessary bringing together the different communities focusing on these issues
to develop a common language, better define the threats and discuss potential ways
forward in addressing risks.

Keywords: cyber-biosecurity, biotechnology, bioeconomy, infrastructure, risk perception, biosecurity, industry

INTRODUCTION

The development and recognition of “cyber-biosecurity” as an important element in securing data
and products emerging from the biotechnology and biomedical sectors has predominantly emerged
from the field of biosecurity. While the risks relating to accessing private biomedical data and the
theft of valuable data from an intellectual property standpoint are well-known and recognized, the
biosecurity implications of cyber intrusions relating to biotechnology infrastructure remain largely
unknown in commercial biotechnology facilities.

To better gauge the current level of understanding and awareness of cyber-biosecurity risks
in the biotechnology sector and identify how the risks are perceived, Biosecure conducted
a pilot survey targeting a discrete set of international leaders in the fields of biotechnology
and cybersecurity.
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METHODOLOGY

To conduct a discrete pilot survey of the types and level of
cyber-biosecurity risks identified in the field of biotechnology,
a short questionnaire comprising 12 questions that was posted
securely online. The questions posed were a mix of multiple
choice and open-ended questions, divided across the themes of
risk perception and awareness, risk mitigation capacities and
resources, and the urgency of, and potential avenues for, any
future action. The questions were reviewed by an expert in
qualitative methodology to eliminate any issues of bias.

The survey described in this paper was conducted in
accordance with the Declaration of Helsinki and all participants
provided informed consent in writing (World Medical
Association, 2013). The survey described is not considered
research by the UK National Health Service and Medical
Research Council and does not require review by a Research
Ethics Committee. In addition, Biosecure Ltd. funded the survey
using its own corporate funds. Biosecure Ltd. does not, and
has not, received US Federal research funding. As a result, the
survey described in this paper was performed in accordance with
relevant institutional and national guidelines.

Twenty-six individuals were invited to participate from across
the biotech and cybersecurity sector. Invitees from the biotech
sector included founders of small to medium biotechnology
companies in the United States and United Kingdom, senior
management of large biotechnology companies (with an
international footprint), representatives of industry, venture
capitalists specializing in biotechnology, and advisors to the
above on security issues. The individuals approached in
the cybersecurity sector included industry specialists, leading
academics, national government experts, experts in leading think
tanks, and specialists within intergovernmental organizations.

Overall, of the 26 invited questionnaire participants, 13 agreed
to participate. The responses were anonymized.

SURVEY RESULTS

The results of the survey were assessed according to four key
areas: (1) assessing the threat; (2) assessing threat mitigation
and response capacity; (3) available tools and resources; and, (4)
recommended next steps. The key findings under each of these
areas are elaborated below and summarized in Table 1.

Assessing the Threat

Over two-thirds of respondents deemed the risks posed to the
biotechnology sector by cyber threats and intrusions as elevated
or severe when compared to normal operating standards in
the biotech industry. The two scenarios perceived to pose the
greatest risk were: unauthorized access to data, information, or
knowledge outside the public domain; and unauthorized actors
able to secretly change data, information, or knowledge. In only
one scenario (in which an unauthorized actor takes control
of infrastructure) did any respondent think there was no or
minimal risk.
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e When asked to identify different types of risks from
cybersecurity breaches in the biotech sector, participants noted
potential negative impacts from:

e The theft, elimination or ransom of data, algorithms, or
software with a direct or indirect impact on R&D or
commercial operations;

e Modification of data, algorithms, or software with a
direct or indirect impact on research and development
or commercial operations;

e The loss of intellectual property or commercial advantage by
data, algorithms, or software being available to competitors;

e Potential for the disabling or disruption of important
systems or infrastructure leading to disruption of commercial
operations or impeding good manufacturing practices;

e Manipulation of bio-manufacturing or automated systems to
create risks.

Respondents ranked states and proxies used by states as the type
of actor posing the greatest risk, with lone individuals viewed as
generating the least risk. This survey did not differentiate between
insider or outsider threats, regardless of whether states, groups or
lone individuals. This may be an area ripe for further study.

All participants considered that cyber-biosecurity risks posed
a real and current threat, but that these were not, or only
partially, being addressed within the biotech sector. In part,
this was considered due to a lack of awareness and information
within the biotech community, with one participant noting that
“[M]any companies are unaware of the intensity of outsider
threats because they are not actively monitoring these activities.”

Assessing Current Threat Mitigation and

Response Capacities

While noting the lack of sufficient information on the type
and level of biorisks to the biotech sector by cyber intrusions,
over seventy-five per cent (75%) of participants indicated that
their organizations had undertaken some efforts to address
cybersecurity issues, and ninety per cent (90%) of these reported
that such measures were regularly reviewed.

However, the comprehensiveness and maturity of mitigation
efforts were reported as being varied, with some participants
reporting that their efforts were only in the nascent stages. One
respondent, for example, noted that their activities had been
“...mostly discussions that it will be a problem but they have no
idea nor urge to address it.” Another noted that the issues had
been considered “[Flairly deeply, although [we] have not... done
any work to implement anything.”

By contrast, other participants had begun integrating
cybersecurity into their business with a participant reporting that
“[W]e have considered security implications in our technology
development at all levels... partner technologies we integrate
have always required a careful discussion of the security
implications that flow from their use, and as a result we rely
heavily on technologies from vendors such as Google and
Microsoft that have strong security cultures.”

In addition to variances in awareness and the perceived risks
posed by cyber-attacks to biological facilities and equipment,
respondents pinpointed the lack of available resources as a
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limiting factor for addressing cyber-biosecurity. Over ninety
per cent (90%) of participants expressed a strong view that
insufficient time and resources are being dedicated to dealing
with these risks. One participant noted they “have not yet had
the resources to do formal red team testing of our systems” and
another commented that “[S]ufficient time and resources are
almost never dedicated to dealing with risks from cybersecurity;
biotech is no exception.” Further, it was remarked that “[D]ealing
with cybersecurity breaches is not a one size fits all process.
Filling the gaps on the topic requires a tailored approach for
each company, entity, or facility. By performing a comprehensive
gap analysis for each entity, the answer to this question can
be discovered.”

When asked their view on the appropriate agency to take
the lead in addressing any risks from cybersecurity breaches in
biotechnology, participants showed a wide divergence of opinion

TABLE 1 | Relative risk perception of different cybersecurity threats to biotech.

Cyberbiosecurity Risk Perceptions in Biotech

(Figure 1) suggesting that a multi-stakeholder approach may
be warranted.

Available Tools and Resources
Over seventy-five (75%) of respondents were unaware of any
dedicated resources (reports, guidance, standards, etc.) for
dealing with risks from cybersecurity breaches in biotechnology.
Those that were aware of existing resources highlighted internal
company resources, broader standards that incorporated aspects
of biosecurity and cybersecurity but which did not specifically
address the overlap, or country-specific resources, such as
National Institute of Standards and Technology and FBI outreach
agents in the USA.

However, there was greater awareness (50%) of the existence
of “dedicated support for dealing with this issue (such as hotlines,
reporting infrastructure, national experts, commercial services,

No or minimal Risk comparable to Elevated or
risk normal operating severe risk
standards
An incident in which an unauthorized actor takes control of infrastructure (e.g., lab equipment, 2 2

lab control systems, or even a fully automated robot lab)

An incident in which an unauthorized actor accesses data, information, or knowledge that is
nat in the public domain

An incident in which an unauthorized actor is able to circumvent security controls, such as
those used to screen orders and customers amaongst certain biotech service providers

An incident in which an unauthorized actor is able to secretly change data, information, or
knowledge

An incident in which an unauthorized actor is able to interrupt the functioning of lab systems
An incident originating from a compromise in the supply chain

White, No response; Yellow, 1 to 5 responses; Orange, 6 to 10 responses; Red, Over 10 responses.

9

8 9 '
9
9

Other

Further action is
not needed

Individual biotech
organizations

(outside of
government)

Biosecurity Sector J

FIGURE 1 | Views as to the appropriate primary actor in addressing any risks from cybersecurity breaches in biotech.

States
(government, its
departments and
executive agencies)

Cybersecurity
Sector (outside of
government)
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etc.” with two thirds of those respondents aware of support citing
the Weapons of Mass Destruction (WMD) Directorate of the
FBI and one respondent citing private company, Ebiosec. No
participant identified sources of support that specifically address
the cybersecurity needs of the biotech sector outside of the USA.

Recommended Next Steps in
Addressing Cyber-Biosecurity

Several respondents pointed to efforts to address gaps in the
interface between cyber- and biosecurity including sponsored
meetings and, in a few cases, having specifically allocated staff
time to addressing these issues. In addition, notice has been
made of the emergence of new actors in the field, including
such as companies like Ebiosec which provides services to
“manage, model, secure, and visualize their data-driven life
sciences operations'.” The founders of this company also
manage an online portal for “fostering discussions and sharing
information, events and tools to secure the digital dimension of
the biothreat®.”

However, the majority of participants acknowledged that
much more needs to be done to bring together the communities
addressing biosecurity and cybersecurity, and identify effective
measures and approaches to mitigate and prevent the risks,
including fine tuning broader regulatory approaches to
help foster a cybersecurity culture. One participant noted
“Biotech does not think about security other than more
traditional biosecurity and biosafety; security communities
do not understand biotech (focused on traditional telecoms
and digital).”

!See http://ebiosec.com/
“See http://information-biosecurity.org/
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A number of issues warranting increased attention
were also identified, including: the implications of new
supply/value chains; techno-espionage or potential for business
model/regulatory disruptions; loss of public/political trust
resulting from inactivity; and how cybersecurity risk impacts
competitiveness of biotechnology companies.

CONCLUSION

The issue of cyber-biosecurity is not well-known or understood,
even among biotechnology and cybersecurity experts. A
concerted effort to develop this emerging field, define,
and foster awareness of the threats and craft a common
language is therefore a pressing need as the digital age of
biology progresses.

Opportunities are needed to bring together communities

focusing on these issues, and begin work on areas
of common interest and the means to address the
identified risks. Strengthened multi-stakeholder capacity

is needed to work at the interface between cybersecurity
and biosecurity, and support and resources should be
invested in further understanding cybersecurity risks in
the biotechnology sector in order to develop appropriate
counter measures.
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Biology and biotechnology have changed dramatically during the past 20 years, in part
because of increases in computational capabilities and use of engineering principles
to study biology. The advances in supercomputing, data storage capacity, and cloud
platforms enable scientists throughout the world to generate, analyze, share, and store
vast amounts of data, some of which are biological and much of which may be used
to understand the human condition, agricultural systems, evolution, and environmental
ecosystems. These advances and applications have enabled: (1) the emergence of data
science, which involves the development of new algorithms to analyze and visualize
data; and (2) the use of engineering approaches to manipulate or create new biological
organisms that have specific functions, such as production of industrial chemical
precursors and development of environmental bio-based sensors. Several biological
sciences fields harness the capabilities of computer, data, and engineering sciences,
including synthetic biology, precision medicine, precision agriculture, and systems
biology. These advances and applications are not limited to one country. This capability
has economic and physical consequences, but is vulnerable to unauthorized intervention.
Healthcare and genomic information of patients, information about pharmaceutical and
biotechnology products in development, and results of scientific research have been
stolen by state and non-state actors through infiltration of databases and computer
systems containing this information. Countries have developed their own policies
for governing data generation, access, and sharing with foreign entities, resulting in
asymmetry of data sharing. This paper describes security implications of asymmetric
access to and use of biological data.

Keywords: biotechnology, cybersecurity, information security, data vulnerability, biological data, biosecurity, data
access, data protection

INTRODUCTION

Advances in computer science, engineering, and data science have changed research, development,
and application of biology and biotechnology in the United States and internationally. Examples
of changes include: (a) increased reliance on internet connectivity for research and laboratory
operations (Accenture, 2015; Bajema et al., 2018; Olena, 2018); (b) increased use of automation
in life-science laboratories (Chapman, 2003); (c) application of the “design-build-test” paradigm
to create new biological organisms (Agapakis, 2014; Carbonell et al, 2018); (d) increased
generation, analyses, and computational modeling of information about biological systems, cells,
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and molecules (Thurow et al, 2004; Walpole et al, 2013);
(e) treatment of organisms and DNA as materials rather than
phenomena to study (Service, 2017; Anderson et al., 2018; Patel,
2018); and (f) new funders such as venture capital, crowdfunding
platforms, and foreign companies and governments (Von Krogh
et al, 2012; Cha, 2015; Mervis, 2017). These changes have
transformed the scientific, agricultural, and health communities’
ability to understand and manipulate the world around them. In
addition, the changes have enabled an influx of new practitioners
and problem-solvers into biology, providing opportunities for
education and research all over the world.

Biotechnology harnesses the capabilities of computer, data,
and engineering sciences to establish and advance new fields such
as synthetic biology, precision medicine, precision agriculture,
and systems biology. Cloud-based platforms and open source,
easy-to-use software enable scientists from anywhere in the
world to use advanced data analytics in their studies. The
software and hardware emerging from these fields improve
our collective understanding of molecular and systems-level
genetics, new drug therapies for longer and better quality of
life, and design of novel and/or unnatural organisms. Critical to
these pursuits is the sharing of research results and underlying
data, without which societal decision-making about human,
animal, plant, and environmental health cannot be realized
fully. However, during the past two decades, concerns about
data sharing have been raised, resulting in the issuance of
international, regional, and national-level policies governing
access to different types of data, including biological data.
In addition, the platforms through which data are stored,
transported, and analyzed may be vulnerable to unauthorized
acquisition of information by malicious actors, which could
lead to significant economic and physical harms to the health,
safety, and security of a population. Although not considered
“dual use life sciences research of concern” U. S. Government,
2012, 2014), the potential for both benefit and risk to humanity
meets the spirit of the dual use concept (National Research
Council, 2004). Given the significant benefits afforded by
data sharing and analysis, this paper highlights current data
protection policies, potential risks of data exploitation by
malicious actors, and potential strategies to mitigate those
risks and promote rapid recovery in biotechnology fields that
are breached.

The interconnectedness between the digital and biological
worlds can be exploited by state actors, malicious nonstate
actors, and hackers through a variety of means, resulting in
harmful consequences from potential theft of information,
promulgation of incorrect information, and/or disruption of
activities (Lord and Forbes Technology Council, 2017; Souza,
2018; Ward, 2018). For example, theft of proprietary information
from a pharmaceutical or biotechnology company may reveal
trade secrets and allow competitors to develop superior
products and/or bring existing products to market more quickly
(Friedman, 2013), stifling innovation in the global commercial
market and allowing adversaries to create harmful, untested
therapies. Another example is theft of hundreds of millions of
electronic healthcare records, the uses of which are not clear
(Bogle, 2018; Cohen, 2018; Healthare IT News Staff, 2018; Huang
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and Steger, 2018; Keown, 2018). Although unauthorized access
to protected data may be aided by technical vulnerabilities in
networked computer systems, poor security practices, insider
threats in academia, industry, and health facilities, and legal
business dealings also can enable adversary access to such data
(Lynch, 2017; Rappeport, 2018; South China Morning Post, 2018;
Zhu, 2018). For examples, more than half of all data breaches
at healthcare facilities are caused by healthcare personnel errors,
a quarter of which resulted in unauthorized access to or
disclosure of patient records through sharing of unencrypted
information, sending information to the wrong patients, and
accessing the data without authorization (Bai et al, 2017;
Michigan State University, 2018). In addition, the Federal Bureau
of Investigation (FBI) has raised national security concerns about
foreign access to genomic data of U.S. citizens through legitimate
scientific collaboration, funding of scientific research, investment
in genomic sequencing companies [e.g., China-based WuXi
Healthcare Ventures investment in the U.S.-based 23andMe
(Biospace, 2015; Mui, 2016)], and purchase of companies (e.g.,
Complete Genomics) (Baker, 2012; GenomeWeb, 2012). As
vulnerabilities are created through scientific advances, such as
the use of machine learning algorithms to trick fingerprint
authentication systems, new risks are identified (Bontrager
et al., 2018; Nyu Tandon School of Engineering, 2018). Some
of these concerns have resulted in the passage of the 2018
Foreign Investment Risk Review Modernization Act, which
has initiated reform of the U.S. Government process for
evaluating foreign investment in U.S. entities and export control
of emerging technologies (Rappeport, 2018; U.S. Congress,
2018). Yet, these policy activities largely are reactive, rather
than proactive.

CURRENT APPROACHES FOR
PROTECTING DATA

Preventing accidental and deliberate risks typically involves the
use of cyber and information security systems that include
technological and behavioral solutions. Protection of laboratory
control systems, computer networks, and databases often
involves the use of technological solutions. However, some risks
are addressed better through training of personnel to recognize
and report phishing attempts, ensure sensitive information is
encrypted, and prevent unauthorized individuals from gaining
access to sensitive data, databases, and computer networks. To
enhance security, policies for promulgating these practices for
specific materials and information have been issued. For example,
the U.S. Biological Select Agents and Toxins Regulations include
guidance for network security to prevent failure of laboratories,
equipment, and access controls to facilities and data (Federal
Select Agent Program, 2017). In addition, the U.S. has policies
for protecting individual privacy, several of which were described
in a 2014 report sponsored by the White House (Podesta et al.,
2014). However, error, carelessness, or negligence by personnel
can counteract the benefits afforded by security measures and
may lead to devastating consequences if biological data and
materials are involved.
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Although policies for protecting biological data from
cyberattack are limited, policies that govern data access and
sharing are prevalent. These top-down, data access policies
intend to protect individual rights and/or prevent sharing or
distribution of data, including biological data. Examples of recent
policies include: (a) the 2018 update of the European Union
General Data Protection Regulation (European Commission,
2018), which strengthened the European Union’s rules for
protecting personal data of individuals, in part by giving its
citizens “more control over their personal data;” (b) the 2018
Chinese Personal Information Security Specification, which is
one system under the Chinese Cybersecurity law, involves
the “collection, storage, use, sharing, transfer, and disclosure
of personal information,” and enables companies operating
in China to access data to “not hamper the development
of fields like AI” (Sacks, 2018); (c) the 2018 General Data
Protection Law in Brazil, which provides a framework for
the use of personal data in Brazil (Soares, 2018); and (d)
the U.S. Health Insurance Portability and Accountability
Act of 1996 (HIPAA), which promotes the protection of
privacy and security of patient health information in the
United States (Department of Health and Human Services,
2017). At the same time, the U.S. has issued policies governing
data generation, access, and sharing to promote information-
sharing and transparency of government-sponsored research
(Noorden, 2013). Internationally, the Nagoya Protocol of the
Convention on Biodiversity! promotes governance on access
to and fair, equitable sharing of the benefits from the use
of non-human biological data. However, questions exist about
whether the Nagoya Protocol focuses more on biological samples
that provide genetic information or the genetic information
itself, which ultimately affects national-level efforts for codifying
the international agreement (Dos et al., 2018). Despite these
activities, protection of some data, such as personal health
data, may not extend beyond a country’s borders and may
apply only to data collected by certain entities. Furthermore,
data protection polices do not extend to information that
already has been stolen. Taken together, these national, regional,
and international level policies for data protection may not
prevent the inappropriate or unauthorized acquisition of data
to different actors, the consequences of which are unclear for
biotechnology data.

VULNERABILITY OF BIOTECHNOLOGY
DATA

The primary challenges in identifying, assessing, and mitigating
security vulnerabilities of biotechnology data are understanding:
(a) how the data may be exploited by adversaries and what
consequences result from this exploitation; and (2) what
potential negative effects may arise from digitalization of
biotechnology and advanced computation of biological data
(Bajema et al., 2018). The term “biotechnology” refers to
the exploitation of biological processes for industrial and

'Convention on Biodiversity. About the Nagoya Protocol. Available online at:
https://www.cbd.int/abs/about/ (Accessed November 23, 2018).
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scientific purposes, and includes genetic manipulation of
microbes, plants, animals, human cells, nucleic acids (the
building blocks of genomes), and proteins (the functional
units in cells). This definition is expanded further to include
generation, incorporation, and use of digital forms of biological
data. These biological data may be available online through
databases, such as the U.S. National Center for Biotechnology
Information’s GenBank?, or generated in a laboratory and
stored, shared, and/or analyzed locally or remotely (via online
and/or cloud-based software). By attempting to answer the
questions posed above, specific risks associated with the legal
and illegal acquisition of biological data may be identified
and mitigated.

Although extraordinary advances in computing power are
enabling unprecedented scientific discoveries, its application
to biology and healthcare is increasing without effective
protection from the risks of adversary acquisition or accidental
misuse of information. Scientific data that is generated in
basic and applied research laboratories in academia, non-profit
research organizations, service providers, and some industry
research facilities may be considered fundamental research
destined for publication and public benefit. These data are
not necessarily sensitive, but they do represent the results
of significant investment by governments, industry, investors,
and philanthropic organizations. Therefore, theft or large-
scale acquisition of these data may have adverse economic
consequences to the organization, field, or nation, especially
if acquisition was directed by adversarial nation-states to gain
competitive advantage in a given sector (Blair and Huntsman,
2013). As previously described, databases that store sensitive
and/or non-sensitive biological data have been infiltrated by
external actors and accessed by unauthorized individuals.
Although measures to protect data have been implemented
in several institutions, cyber and information security policies,
practices, and compliance vary across biotechnology sectors,
location, and organization type (e.g., academia, industry).
Although implementation of cyber, information, and data
security in biological facilities can help to minimize the
potential for deliberate or accidental release of protected
biological data, these measures are insufficient on their
own (Press, 2018).

Furthermore, the increasing size and volume of the datasets,
and the complexity of analytic technologies has led many
scientists to rely on cloud-based platforms to store, transfer,
and analyze data. These platforms and technologies, including
online analysis software and applications, often do not prevent
unauthorized access to data or ensure software fidelity.
Although mitigating specific vulnerabilities may be possible
on an individual platform or technology level, implementing
protections across the various data generation, analysis,
transfer, and storage platforms currently in use in academia,
industry, government laboratories, and healthcare facilities is
challenging. Countering these risks requires the identification
of consequences that are of particular concern to public safety

National Center for Biotechnology Information. GenBank. Available online at:
https://www.nebi.nlm.nih.gov/genbank/ (Accessed November 23, 2018).
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and national security, evaluation of vulnerabilities that may
enable the realization of these consequences, and identification
of measures to address these vulnerabilities.

POSSIBLE PREVENTION AND MITIGATION
APPROACHES

Modern cyber and information security reflects the risks
experienced as the internet has grown and diversified, and
as the capabilities for and speed of storing, processing,
and transporting information have increased exponentially
(Denning and Lewis, 2017). The internet was built without
a priority on the protection of data whether “at rest”
(i.e., stored data) or “in motion” (ie., data in transit)
(Dauch et al., 2009; Inap, 2013). Current strategies for
addressing cyber risks focus on remediation through regulation,
organizational support, and actions taken by data owners and
consumers in the form of encryption technologies, access
control measures, awareness-raising campaigns, risk assessment,
blocking, limiting publication of sensitive information, and other
similar practices. The challenge is understanding how these
measures are to be applied to biotechnology data, how to
balance the cost of implementation with the consequences if left
unprotected, and what vulnerabilities cannot be mitigated using
commercial products.

Often the entities that assess their cyber vulnerabilities
and invest in cyber and information security measures are
compelled to do so because of regulation and fiscal responsibility
(McDonald, 2017). However, unlike financial information,
biotechnology data is regulated in some countries, but not
others. For example, China issued a recent policy requiring a
domestic collaborator and Ministry-level approval for research
involving genomic data of Chinese citizens and/or biological
samples obtained in China to prevent exploitation of these data
and samples (Tuzman, 2018). This and similar policies raise
questions about their intended and unintended effects to nations,
to the scientific community, and to international security mainly
because the policies that may benefit one country could harm
another. These harms may reveal new types of risks associated
with the acquisition and use of data to manipulate biological
systems. These risks may be perpetrated by different actors; affect
sector and country economies, commercial biotechnology, and
pharmaceutical markets domestically and internationally; and
alter global strategic power dynamics.

The risks associated with biotechnology data do not conform
to traditional biosecurity concerns, which focus primarily on
risks to human health or the food and agriculture economy.
These risks involve multiple domains, sectors, and nations
resulting in outcomes such as shifting of balance of power of
nations at the international level, which could have downstream
effects on areas that overlap with biosecurity interests (e.g.,
biosafety and biosecurity, biothreat reduction, and global
health security). Strategies for bridging the biological, cyber,
information, and data security include: (a) collaboration between
the biological and cybersecurity communities; (b) end-to-
end risk assessments; (c) data-specific risk and vulnerability
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assessments; and (d) application of the NIST Cybersecurity
Framework for protecting biological data.

Formal collaboration between the biotechnology and
biological, information, data, and cyber security communities
would enhance efforts toward identification of risks and
vulnerabilities associated with data management, provenance,
and integrity, and risk mitigation strategies. Technologies
are readily available to protect data, but their use must
be harmonized worldwide, because protecting data in
one database is ineffective if another database remains
vulnerable to external threats. Furthermore, organizations
may evade regulatory requirements and industry standards
in protecting data because of perceived lack of cost
savings for implementing cybersecurity measures or lack
of awareness of the risks, which could lead to investor,
intruder, or adversary access to sensitive information
that may be stored in databases or transferred between
computers. These vulnerabilities may be exacerbated by
limitations of national laws to other sovereign states, and
differences in interpretation of the types of data included

in the scope of existing laws. Given these potential
vulnerabilities, the cybersecurity and biotechnology
communities must engage to create best practices

and processes to protect data and mitigate risk while
reaping the benefits of computing technology applications
to biotechnology.

End-to-end assessments of the data storage, processing,
and transport pipeline can identify outstanding vulnerabilities
and technical gaps that may be addressed with currently
available cyber, information, and data security solutions. This
process would enable identification of gaps for which these
measures are insufficient and of institutions that are responsible
for implementing controls. Without this type of assessment,
vulnerabilities may exist along the pipeline without its users’
knowledge. A lack of rigorous analysis makes biological data
vulnerable to acquisition or alteration by witting adversaries,
potentially resulting in theft of intellectual property for
commercial gain, foreign government acquisition of genomic
data from large portions of a population for undefined purpose or
compromise of software and data integrity. At least one country
promotes acquisition of data though legitimate commercial
practices (e.g., providing sequencing services to customers;
partnering with academia, independent research institutions, and
universities; and foreign investment), talent promotion programs
(Capaccio, 2018; Nature Jobs, 2018), and theft of data (Riley
and Walcott, 2015; Dilanian, 2018; Kaiser and Malakoff, 2018;
Wilber, 2018). The FBI has expressed concerns about the theft
of U.S. genomics and health information through cyberattacks
and foreign investment in the U.S. biotechnology industry (You,
2017). The FBI argues that acquisition of this information
can give adversaries an unfair advantage in the international
pharmaceutical or biotechnology marketplace. Others have
expressed concern about questionable use of genetic information
that countries obtain from their own citizens or from other
countries’ citizens (Human Rights Watch, 2017; Lynch, 2017;
Pauwels and Vidyarthi, 2017). These risks could be addressed
by conducting an end-to-end risk assessment of the software

February 2019 | Volume 7 | Article 21



Berger and Schneck

and equipment involved in the data pipeline within individual
organizations, between organizations, and across countries.

Defining the consequences of greatest concern to national
security is an initial step toward assessing the risks and
vulnerabilities of the information itself and data-specific
risk mitigation strategies. Evaluating these risks enables the
identification of content-specific approaches for detecting and
countering exploitation of vulnerabilities by insider and external
actors. Without these assessments, only generic cyber and
information security measures will be implemented. However,
these measures are insufficient to counter adversaries who are
intent on acquiring data through a variety of technical, social
engineering, or other means. Given this reality, rapid detection
and resilience (i.e., rapid recovery after a breach) are critical
for reaping the benefits and minimizing the vulnerabilities of
advanced electronic computation and mass connectivity. In 2014,
the White House explored technology needs for protecting
the security and privacy of exposed data, including healthcare
data (Executive Office of the President, 2014; Presidents
Council of Advisors on Science Technology, 2014). But, these
studies did not define consequences of concern related to the
unauthorized acquisition of vast amounts of biological data,
effectively limiting the identification of data-specific or process-
specific prevention measures. Therefore, risk assessments of
specific types of data are equally as important to conduct as
analyses of vulnerabilities of laboratory control systems, data
management platforms, and computer networks.

Application of the National Institute of Standards and
Technology (NIST) Cybersecurity Framework to all systems
of storage, processing and transport of biological data would
help explore where, how, and by whom data is processed
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with the goal of protecting valuable scientific and health
information (National Institute of Standards Technology, 2018).
The NIST framework involves a collaboration of private sector
and government cybersecurity experts that seek to apply
the five principles of data protection (i.e., identify, protect,
detect, respond, and recover) to systems, including those on
which biological data are generated, processed and transported.
The framework could augment existing or newly-implemented
efforts of vulnerability detection and mitigation, thus decreasing
unauthorized exposure of sensitive data. The NIST framework is
a widely accepted paradigm for cyber risk management and best
practices (Department of Homeland Security, 2018; Lohrmann,
2018; Roncevich, 2018). In the U.S., this framework has been
used in regulatory dialogues to demonstrate rigor toward
cybersecurity in sectors for which such requirements are not
well-documented in law. Application of the NIST framework
to biotechnology can enhance data protection and a focus
on rapid detection of nefarious activity and resiliency after
an attack.

These suggestions describe various approaches toward
protecting biological data from unauthorized acquisition and use,
enhancing efforts to preserve data integrity and provenance, and
enabling future benefit of biotechnological advances.
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The cyber- and biological sciences are converging rapidly, creating benefits, new
and advantageous applications, and increasing risks to all nations. The parts of
the public and private sectors that should be responsible for cyberbiosecurity are
not yet sufficiently organized or supported financially. This article addresses the
need to ensure that national security policy: (1) assesses cyberbiological risk and
incorporates deterrent and enforcement measures; (2) sets forth clear consequences
for those individuals and countries that conduct cyberbiological attacks or otherwise
compromise cyberbiosecurity, without imperiling the legitimate sharing of scientific data
and information; (3) establishes voluntary cyberbiosecurity standards in partnership with
the private sector; (4) identifies cyberbiosecurity threats, vulnerabilities, consequences,
and solutions; and (5) results from the combined efforts of all branches of government
and the private sector.
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INTRODUCTION

Many fields of science depend on and are affected by the cyber revolution. The far older
field of biology is no exception. In fact, the two fields of biology (the science of life and
living organisms, including their physical, chemical, molecular, physiological, and developmental
characteristics) and cyberology (the science, study, and theory of cyberspace and cybernetics,
including communications over computer networks, Internet-connected systems and data centers,
computerized systems, communications and automatic control systems in both machines, and
living things) are not only interrelated, each can offer perspectives on the other, enabling greater
understanding while simultaneously multiplying the possibilities for new, combined threats,
previously unanticipated vulnerabilities, and unintended consequences. Murch et al. (2018) defined
cyberbiosecurity as “understanding the vulnerabilities to unwanted surveillance, intrusions, and
malicious and harmful activities which can occur within or at the interfaces of comingled life and
medical sciences, cyber, cyber-physical, supply chain and infrastructure systems, and developing
and instituting measures to prevent, protect against, mitigate, investigate, and attribute such threats
as it pertains to security, competitiveness, and resilience.” Adequate cyberbiosecurity can only be
achieved by taking both cyber- and biological perspectives into consideration simultaneously.

CYBERBIO CONVERGENCE

Lateral thinking intentionally connects disparate subjects to generate new ideas, products, and
solutions (de Bono, 1970). Additionally, different scientific areas also converge as we gain
greater understanding of their most basic, often elemental characteristics, and comprehend their
similarities and sometimes, equivalence (Sharp et al., 2011). Convergence also occurs through the
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intentional combination of two different fields, using aspects of
both to produce something new (Roco and Bainbridge, 2002).

The adjective cyberbio results from all three of these types of
convergence. We laterally apply our understanding of biology
to robotics, nanotechnology, data, cyberspace, cybernetics, and
other cyber-related areas, just as we take our understanding
of cyberology and look for the same in biology and biological
systems. Organic material developed artificially and used in
cyber-enabled technologies and products sometimes behaves in
the same way as naturally occurring organic material (Irving,
2017). As we combine the cyber- and biological fields, we create
new cyberbio threats, vulnerabilities, and consequences.

National security communities throughout the world cannot
afford to ignore cyberbio convergence and the increased
requirements for cyberbiosecurity associated with it. As with
many scientific advancements, the challenge lies in preventing
intended and unintended negative impacts on every nation
(Sherden, 2011). Additionally, given the speed at which both
cyber- and biological activity can occur independently, the
separation between and among nations is already very small.
Combined cyberbio activity could move even faster, rendering
geographic separation non-existent.

Many critical infrastructure sectors can be affected, and as
a result, they must play a role in assuring cyberbiosecurity.
The Chemical (particularly due to the convergence of biology
and chemistry), Critical Manufacturing, Defense Industrial Base,
Emergency Services, Energy, Food and Agriculture, Healthcare
and Public Health, and Information Technology Sectors are most
affected. While some may be aware of the cyberbiological risk to
their sectors, they have not yet determined how best to defend
against individual cyber- and biological, let alone combined
cyberbiological, risks.

Cyberbio deterrence and enforcement pose challenges for
national security policymakers (Blue Ribbon Study Panel on
Biodefense., 2015). It is unclear what deterrence measures can be
developed or enforced in this regard, especially when deterrence
and enforcement are lacking for cyber- and biological activities,
individually. With regard to cybersecurity, increased support
for overt counter-cyber activities and dedicated cybersecurity
agencies (e.g., the governmental mitosis that first resulted in
the National Security Agency and U.S. Cyber Command, and
then other federal organizations, such as the Department of
Homeland Security Cybersecurity and Infrastructure Security
Agency, in the United States) may appear to be so large or
prolific as to serve as deterrents, but it unclear how effective they
will be (Nakashima, 2018). The Biological and Toxin Weapons
Convention (Findlay, 2006), programs to control biological
select agents (US Government Accountability Office, 2017), and
laws and regulations prohibiting the use of biological material
for crime, terrorism, and warfare (Hodge, 2012), create some
barriers to misuse and establish some agreed upon national
and international norms, but serve as imperfect deterrents in
the biological arena. Deterrents and laws preventing malevolent
cyberbio activity have not been legislated in many countries.
Extant legislation addressing cyber- and biological risks lags
behind technological advances in these fields and cannot be
depended upon to address combined cyberbiological threats,
vulnerabilities, and consequences.
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CONSEQUENCES WITHOUT IMPERILING
LEGITIMATE INFORMATION SHARING

The biological research community depends on digital systems
to store and analyze data (Schatz, 2015). Of great concern are
the huge amounts of data accessible via the Internet and various
Cloud applications, with inadequate cybersecurity (Schneier,
2012). Intellectual property and proprietary information losses
associated with digitized biological information could rise
to the millions or billions, eventually resulting in economic
decreases and reduced international competitiveness (Heus et al.,
2017). Other national security concerns include loss of privacy,
discrimination, data loss or theft, industrial and commercial
sabotage, industrial hacking, exploitation of research to increase
disease severity, targeting based on specific DNA patterns, and
the production of dangerous and novel pathogens without
physical samples (Bajema et al., 2018).

Many of the same countries that are investing large amounts
in cutting-edge biological research and dual-use activities that
could be used to produce biological weapons are also thought
to be responsible for many of the cyber incidents with which
the public and private sectors throughout the world struggle
today. Advances in cyber- and biological science depend in large
part on information systems and management, data storage,
and the increased efficiency that computational analysis affords.
Some countries may want data and information to feed their
growing cyber- and biological weapons programs, increase
disease and cyber-attack severity on enemy populations, target
specific groups for attack, harm other economies, and boost their
own economic competitiveness. Evidence of and information
regarding cyberbio convergence and related products may well be
the most valuable of all, allowing for the acceleration of nascent,
ineffective, or slow-to-develop programs.

While we must encourage the legitimate sharing of
scientific data and information, and comprehend that there
are not yet reasonable or better alternatives to current cyber
communications and data storage options, we must also
recognize that all nations and their biological and cyberbiological
research, development, science, and technology are at great
risk. As a matter of national security, each country must
require additional biosecurity and cybersecurity in this arena
and set forth clear consequences for individuals and countries
who intentionally breech whatever security measures they
already utilize to obtain biological and cyberbiological data and
information. We must also set forth clear consequences for
individuals who do not take enough care to protect the data
they generate. Increased cyberbiosecurity may make information
sharing more difficult, but it will not make the legitimate sharing
of data and information impossible.

ESTABLISHMENT OF VOLUNTARY
CYBERBIOSECURITY STANDARDS

The public and private sectors agree with the need for increased
cyberbiosecurity. No one is interested in losing their work to their
competitors within or outside their organization, company, or
country. No one is so naive as to believe that the nobility of their

March 2019 | Volume 7 | Article 51



George

efforts somehow serves as a protective shield against those who
want to further their own agenda.

Considering the vast number of cyber-, biological, and
cyberbiological efforts currently underway, and the inability of
the private sector to protect itself against all national security
threats, national governments should work with their private
sectors to establish voluntary standards for cyberbiosecurity.
Even if governments possess enough knowledge of the breadth
and specificity of private sector research and development, they
generally have few mechanisms with which to force the private
sector to protect against cyberbiological threats.

There are many models for the development and
implementation of standards that both the public and private
sectors agree to meet (National Research Council,, 2015). Fewer
models exist to successfully develop incentives for meeting, and
agree upon penalties for not meeting, standards. The government
must work with the private sector to develop cyberbiosecurity
standards, incentives, and penalties within a specified, relatively
short period (e.g.,, 1 year). The speed at which benevolent and
malevolent activity is occurring defies the protracted consensus-
driven processes in which many governments, such as that of the
United States, engage (The White House., 1998).

IDENTIFICATION OF CYBERBIOLOGICAL
RISK AND OTHER SOLUTIONS

While both cybersecurity and biosecurity efforts are underway
(with more money and resources currently going to the former),
there is an obvious gap when it comes to cyberbiosecurity.
For example, even within the U.S. Department of Defense,
which now possess two powerful cybersecurity organizational
elements (i.e., National Security Agency, U.S. Cyber Command)
as well as several organizations that conduct biological research
and development using highly dangerous pathogens (e.g.,
U.S. Army Medical Research Institute of Infectious Diseases),
efforts to ensure cyberbiosecurity are insufficient (Knapp,
2018). Governmental agencies throughout the world with
responsibilities for agriculture, defense, energy, justice, labor,
natural resources, and transportation address cyber- and
biological threats separately. Departments of justice and other
departments that investigate criminal and terrorism financing are
also hobbled by weak or non-existent laws for cyberbiological and
other new threats.

Some nations combine their military and intelligence
activities. Others are fortunate enough to have enough
resources to support both separately. In either case, military
and intelligence communities throughout the world must
acknowledge ongoing cyberbiological activities. These
communities often lack the scientific and technological
expertise needed to understand the state of science in the cyber-
and biological fields, impact of their convergence, intended
outcomes for investments in these areas, and how they could
and do impact national security. Given the speed with which
advances are occurring, intelligence communities throughout
the world must assess cyberbiological capabilities, applications,
and abilities to do harm. Military and other national security
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departments must utilize this intelligence to determine how best
to protect national assets.

Each country needs a large-scale program to identify and
assess cyberbiological risk. At a minimum, such a program
should identify new cyberbio threats, vulnerabilities, and
consequences (e.g., those associated with pathogen and
biomanufacturing data systems, dual-use synthetic biology,
biological intellectual property, bioeconomy). This program
should result from a public-private partnership among all
government agencies, and private sector companies, academic
institutions, and other non-governmental organizations.
Risk analysis should be rigorous, independent, critical, and
comprehensive, utilizing the same or similar methodologies
already developed for systems analysis.

As with all areas which are converging presently, expertise
is usually very hard to come by. There are some, however,
who have worked in or with both fields, who could serve
as effective translators between the cyber- and biological
communities. Lateral thinkers, who know how to expertly apply
knowledge gained in one area to that of another to come up
with new insights can also be effectively utilized. As with all
relatively new threats, few experts exist now with operational
expertise, but they can be developed through academic and
operational training and education programs. Intelligence
communities should seek to develop insiders involved in
cyberbio activities. Public and private sector organizations
that address futures must develop scenarios that are used to
develop agricultural, diplomatic, healthcare, public health, and
military requirements. Governmental and non-governmental
scientists must work together to understand and address the
problem, while simultaneously contributing to the cyberbio body

of knowledge.

COMBINED GOVERNMENTAL EFFORTS

The legislative bodies and those government agencies responsible
for implementing laws must work together to reduce national
cyberbiological risk.

Legislative bodies must authorize national cyberbiosecurity
programs that:

e Address cyberbiological risk and incorporate deterrent and
enforcement measures;

e Set forth clear consequences for individuals or countries
that undertake such actions without imperiling the legitimate
sharing of scientific data and information;

e Allow for the establishment of voluntary standards in
partnership with the private sector;

e Identify new cyberbiosecurity threats, vulnerabilities, and
consequences; and

¢ Develop and implement solutions.

Knowing what a government must authorize is less difficult
than determining legislative jurisdiction in the cyberbio arena.
It is unrealistic to expect that different elements of legislative
bodies that have historically addressed either cyber- or biological
risk separately will suddenly or automatically work together to
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develop and pass legislation that address cyberbiological risk.
However, given the extremely large potential impact on each
nation’s bioeconomy, those legislative elements that address
commerce, science, and security are best positioned to produce
needed cyberbiological legislation.

Each government should also request funding in,
and appropriate funding for, their budget for a national
cyberbiosecurity program. Given the present cyberbiological risk
to all countries, every national leader should immediately add
responsibilities to reduce this risk to already funded cybersecurity
and biosecurity programs and assign cyberbiosecurity oversight
to a very senior-level dedicated position in their governments
(e.g., the U.S. Special Assistant to the President and Senior
Director for Weapons of Mass Destruction and Biodefense).
Leadership should also require evaluation of cyberbiological risk
to their national economies.

REFERENCES

Bajema, N. E., DiEuliis, D., Lutes, C., and Lim, Y. (2018). The Digitization
of Biology: Understanding the New Risks and Implications for Governance.
Available online at: https://wmdcenter.ndu.edu/DesktopModules/ArticleCS/
Print.aspx?Portalld=97&Moduleld=44472&Article=1569559

Blue Ribbon Study Panel on Biodefense. (2015). A National Blueprint for
Biodefense: Leadership and Major Reform Needed to Optimize Efforts-Bipartisan
Report of the Blue Ribbon Study Panel on Biodefense. Washington, DC: Blue
Ribbon Study Panel on Biodefense. doi: 10.13140/RG.2.1.4407.6240

de Bono, E. (1970). Lateral Thinking. NewYork, NY: Harper and Row.

Findlay, T. (2006). Verification and the BWC: Last Gasp or Signs of Life? Arms
Control Today. Available online at: https://www.armscontrol.org/act/2006_09/
BWCVerification

Heus, J. J., de Pauw, E. §., Leloux, M., Morpugo, M., Hamblin, M. R, and
Heger, M. (2017). Importance of intellectual property generated by biomedical
research at universities and academic hospitals. J. Clin. Transl. Res. 3:5.
doi: 10.18053/jectres.03.201702.005

Hodge, J. G. (2012). The evolution of law in biopreparedness. Biosecurity Bioterror.
10, 38-48. dot: 10.1089/bsp.2011.0094

Irving, M. (2017). Artificial Evolution Aims to Create Life Out of Non-Living Matter.
New Atlas. Available online at: https://newatlas.com/recreating- evolution-test-
tube/48856/

Knapp, B. (2018). Researchers are Sounding the Alarm on Cyberbiosecurity, 5th
Domain. Available online at: https://www.fifthdomain.com/dod/2018/02/08/
researchers- are- sounding- the-alarm- on- cyberbiosecurity/

Murch, R. S., So, W. K., Buchholz, W. G.. Raman, S., and Peccoud, ]J.
(2018). Cyberbiosecurity: an emerging new discipline to help safeguard the
bioeconomy. Front. Bioeng. Biotechnol. 6:39. doi: 10.3389/fbioe.2018.00039

Nakashima, E. (2018). Pentagon Launches First Cyber Operation to Deter
Russian Interference in Midterm Elections. Washington Post. Available online
at: https://www.washingtonpost.com/world/national-security/pentagon-
launches-first- cyber- operation- to- deter- russian- interference-in- midterm-
elections/2018/10/23/12ec6e7e-d6df- 11e8-83a2- d1c3da28d6b6_story.html?
utm_term=.fc46e6ec038f

Frontiers in Bioengineering and Biotechnology | www.frontiersin.org

The National Security Implications of Cyberbiosecurity

CONCLUSION

All countries, including the United States, face risks from
many sources. Collective dependence on the Internet and
electronic communications, cyber- and biological contributions
to national and global economies, competitive participation in
the biorevolution, and new types of combinational weapons
make the need to reduce cyberbiological risk both imperative
and vital. We must take the opportunity afforded to us now to
eliminate this transnational security gap, before it is exploited by
our enemies.
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The convergence of advances in biotechnology with laboratory automation, access to
data, and computational biology has democratized biotechnology and accelerated the
development of new therapeutics. However, increased access to biotechnology in the
digital age has also introduced additional security concerns and ultimately, spawned the
new discipline of cyberbiosecurity, which encompasses cybersecurity, cyber-physical
security, and biosecurity considerations. With the emergence of this new discipline
comes the need for a logical, repeatable, and shared approach for evaluating facility and
system vulnerabilities to cyberbiosecurity threats. In this paper, we outline the foundation
of an assessment framework for cyberbiosecurity, accounting for both security and
resilience factors in the physical and cyber domains. This is a unique problem set,
but despite the complexity of the cyberbiosecurity field in terms of operations and
governance, previous experience developing and implementing physical and cyber
assessments applicable to a wide spectrum of critical infrastructure sectors provides
a validated point of departure for a cyberbiosecurity assessment framework. This
approach proposes to integrate existing capabilities and proven methodologies from the
infrastructure assessment realm (e.g., decision science, physical security, infrastructure
resilience, cybersecurity) with new expertise and requirements in the cyberbiosecurity
space (e.g., biotechnology, biomanufacturing, genomics) in order to forge a flexible
and defensible approach to identifying and mitigating vulnerabilities. Determining where
vulnerabilities reside within cyberbiosecurity business processes can help public and
private sector partners create an assessment framework to identify mitigation options
for consideration that are both economically and practically viable and ultimately, allow
them to manage risk more effectively.

Keywords: cyberbiosecurity, vulnerability, resilience, risk, convergence, emerging, converging, technology

INTRODUCTION

An important initial step in effectively managing risk is developing a comprehensive understanding
of vulnerabilities. Stakeholders can then identify economical and practical options to mitigate
vulnerabilities. Risk in the biological sciences has been managed through the implementation
of standard biosecurity practices, through which vulnerabilities are (a) identified and (b)
mitigated through regularly updated training, policies, and enhanced physical security. To prevent
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unauthorized access to high-consequence biological agents,
the U.S. Government (USG) stood up the Federal Select
Agent Program (FSAP), which added extensive requirements
(e.g., background checks, registration by institutions, increased
oversight) for those seeking access to Biological Select Agents
and Toxins (BSATs). The BSAT list is based on taxonomic
classifications and includes 67 high-consequence biological
agents and toxins. Advances in genetic engineering tools
(e.g., CRISPR Cas 9 systems) along with the convergence
of lab automation, computational biology, and access to
publically available genomic databases will dramatically impact
the effectiveness of the FSAP as well as other biosecurity
policies and practices. It will no longer be necessary to obtain
physical samples to exploit a biological agent; access to publically
available genomic databases, biofoundries, lab automation, and
computational biology enables the design and production of
high-consequence biological agents and toxins. These biological
agents may be entirely new to nature and unconstrained by
taxonomic classification such as the BSAT list (Wintle et al,
2017). This new digital environment in which biological research
increasingly takes place must be systematically assessed for
vulnerabilities in order to effectively manage evolving risks. The
new discipline of cyberbiosecurity, which includes biosecurity,
cyber-physical security, and cybersecurity, directly addresses the
unique risks associated with biotechnology in an increasingly
digital environment (Peccoud et al., 2017; Murch et al., 2018).

In this paper, we outline the foundation of an assessment
framework for cyberbiosecurity, accounting for both security
and resilience factors in the physical and cyber domains.
When implemented, the assessment framework will help
partners identify and prioritize vulnerabilities. Importantly, the
prioritization of vulnerabilities will result from a defensible,
transparent, and reproducible assessment. In conjunction with an
understanding of the consequences of disruption, risk mitigation
strategies can be developed and considered in return-on-
investment (ROI) analyses. ROIs will allow stakeholders to make
informed decisions on how best to allocate limited resources for
maximum impact.

While biosecurity is one of the three disciplines comprising
cyberbiosecurity (e.g., biosecurity, cyber-physical security, and
cybersecurity) it is well-established and will not be discussed due
to space limitations.

RISK MITIGATION IN THE ERA OF
CONVERGING TECHNOLOGIES

Emerging and converging technologies present new risks to
security that require new methodologies for risk prioritization
and mitigation.

The accelerated pace of technological advancements across
nearly all scientific disciplines has been driven largely by
the convergence of advancements in scientific disciplines
associated with computation, networking, automation, and
access to data. Convergence occurs where scientific disciplines
or key enabling technologies combine with other disciplines or
enabling technologies and promise new or improved capabilities.
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Convergence is more than the simple combination of different
disciplines or technologies. It leads to synergies, adding more
value through convergence (Dengg, 2018).

While converging technologies lead to fast and far-reaching
improvements, they also create new security challenges and risks.
We often try to address new risks with methods that were
successful in the past; however, they may not be appropriate
for the systemic risks posed by the increasing interconnectivity
and complexity associated with converging technologies (Dengg,
2018). Additionally, with highly interconnected systems, the risk
from dependencies and interdependencies must be considered.
Therefore, we must take a more systemic approach to assessing
and mitigating risks resulting from converging technologies.

Emerging and converging technologies have significantly
increased the number of vulnerabilities to national security
to levels that are untenable for the government and private
sector to address in their entirety. They simply do not
have the resources required to implement mitigation
strategies to address risks with a low probability of
occurrence and/or low consequence. Current conversations
do not prioritize potential courses of action based on
defensible  integrated risk assessments that consider
both probability and consequence in the context of
converging technologies.

CYBERBIOSECURITY

The exploration of life sciences has become increasingly
dependent upen internet-connected machinery and devices.
Internet-dependent infrastructure is critical to computation
and discovery of new avenues of research. The subsequent
dependence upon technology and internet-connected devices
begs the need to secure this infrastructure. For example, attackers
could exploit unsecured networks and remotely manipulate
biological material, creating new threats with devastating
potential (Murch et al, 2018). Cyberbiosecurity aims to
understand and reduce the risks associated with conducting
research using advanced technologies in the bioscience field.
Science exploration depends increasingly upon cloud services,
cyber-physical devices, internet-connected machines, remote
databases, and many other cyber-vulnerable technologies. This
convergence of science and cybersecurity opens the field to a new
threat landscape.

Below are two examples of vulnerabilities that may not
be individually identifiable in either a biosecurity or a
cybersecurity context but are only apparent when both disciplines
are considered.

Bringing together advances in synthetic biology and genetic
engineering with machine learning, advanced modeling,
metabolic engineering and access to publically available
databases containing complete genome sequences of pathogens
including virulence factors will enable the design of novel high
consequence biological agents completely in silico. Minimal
laboratory infrastructure and equipment would be required.
Moreover, the vast array of publically available open source tools
enable execution of these processes by less experienced personnel.

March 2019 | Volume 7 | Article 61



