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Foreword

Over the past years, my students and [ have been looking for a reference book that can
provide comprehensive knowledge on security and privacy issues in cyber-physical sys-
tems (CPSs). Our fruitless search did not make us feel disappointed as we understand
that the subject areas are full of unique challenges stemming from various application
domains such as healthcare, smart grids, and smart homes, making nonexistent the
“one-size-fits-all” type of solutions, and that the integration of “cyber” and “physical”
worlds opens the doors for insidious and smart attackers to manipulate extraordinarily,
leading to new cyber-attacks and defense technologies other than those originated from
the traditional computer and network systems.

Thanks to this book edited by three distinguished scholars in cybersecurity and pri-
vacy, we finally get access to first-hand and state-of-the-art knowledge in security and
privacy of CPSs. Dr. Houbing Song brings his multidisciplinary background spanning
communications and networking, signal processing and control. He has worked on
authentication, physical layer security, and differential privacy, and their applications in
transportation, healthcare, and emergency response. Dr. Glenn A. Fink is a cybersecu-
rity researcher who specializes in bioinspired security and privacy technologies. He has
worked for the US government on a variety of military and national security projects.
Dr. Sabina Jeschke is an expert in Internet of Things (loT) and Al-driven control
technologies in distributed systems. She has worked on safeguarding the reliability and
trustworthiness of cyber manufacturing systems.

The term “cyber-physical systems,” CPSs in short, was coined 10 years ago (in 2006) by
several program officers at the National Science Foundation (NSF) in the United States.
According to the NSF CPS program solicitation, CPS is defined to be “engineered sys-
tems that are built from, and depend upon, the seamless integration of computational
algorithms and physical components.” It is strongly connected to the popular term IoT,
which emphasizes more on implementation than on foundation of the conjoining of
our physical and information worlds. One can use three words to summarize CPS as
“connected,” “sensing,” and “control,” corresponding to the three intermingled aspects
of CPSs: the physical world itself is connected via networking technologies and it is inte-
grated with the cyberspace via sensing and control, typically forming a closed loop. Just
like the Internet, which has been suffering from various attacks from the very begin-
ning (an early warning of intrusion was raised in 1973, only 4 years after ARPANET was
built), the system vulnerabilities of CPSs can be easily exploited maliciously, threatening
the safety, efficiency, and service availability of CPSs.
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Foreword

Security and privacy are the most critical concerns that may hinder the wide deploy-
ment of CPSs if not properly addressed, as highlighted in the Federal Cybersecurity
Research and Development Strategic Plan (RDSP) and the National Privacy Research
Strategy (NPRS) released by the National Science and Technology Council (NSTC) in
2016. The connected physical world suffers from not only the attacks targeting today’s
networked systems but also new ones such as sensitive device (e.g., a controller of a
power plant) discovery; the fine-grained, heterogeneous, and massive sensing data
are vulnerable to various inference attacks, causing privacy disclosure and data safety
violations; and the control signals can be manipulated to launch various attacks such
as the device state inference attack, leading to system instability. Therefore, any effort
toward securing the emerging CPSs and protecting their data privacy is of paramount
importance. Nevertheless, to the larger CPS community, building economically suc-
cessful CPSs seems to be the priority, since traditionally security and privacy issues
can be resolved via patching. This obviously is inappropriate as security and privacy
protection must be considered from the very beginning when building a CPS - an
important lesson we have learned from the evolution of the Internet. To educate today’s
CPS engineers as well as the next-generation CPS players, materials summarizing the
state-of-the-art techniques and potential challenges in security and privacy of CPS are
desperately needed.

This timely book provides a comprehensive overview on security and privacy of CPSs.
It positions itself uniquely from the following aspects based on its contents/technical
contributions:

o It is the most far-ranging one that covers all-around knowledge of CPS cyber-attacks
and defenses, from both technical and policy/operational perspectives, making it suit-
able for all readers with diverse backgrounds and interests.

o It stresses the importance of privacy protection in CPSs, covering privacy-preserving
algorithms and privacy metrics for modern CPS and IoT applications.

e It addresses the impact of security and privacy on the quality of data in CPSs, which
is strongly related to the system performance and user experience.

e It covers traditional CPSs such as smart grids and smart cities as well as emerging
CPSs such as postal infrastructures and precision agriculture, investigating their
unique cybersecurity challenges and trade-offs between service availability and
security.

This book contains 19 self-contained chapters authored by experts in academia, indus-
try, and government. By reading this book, readers can gain thorough knowledge on
security and privacy in CPSs, preparing them for furthering their in-depth security and
privacy research, enhancing the attack resistance of their own CPS, and enabling them
to identify and defend potential security violations and system vulnerabilities.

Xiuzhen (Susan) Cheng

Professor, IEEE Fellow,
Department of Computer Science,
The George Washington University



Preface

The idea of automation is as old as mankind and has produced a wide range of arti-
facts from simple tools to complex robotic control systems. In the 1940s, work-saving
machinery began to evolve from the purely mechanical to information systems, starting
with the birth of computers and the emerging discipline of cybernetics. The idea behind
cybernetics was to have machines conduct sensing and control operations that exceeded
human capabilities for warfare applications. Robotics (machines to semiautonomously
manipulate the physical world) was the natural outgrowth of this field of inquiry. In
the 1960s, the Internet was conceived, bringing new ways for humans to communicate
worldwide across computer networks. The blending of mechanical power, information
processing, and global communications was perhaps inevitable, but the applications and
implications of this merger are yet to be fully understood.

Cyber-physical systems (CPSs) are engineered systems that are built from, and
depend upon, the seamless integration of sensing, computation, control, and net-
working in physical objects and infrastructures. This integration of communication,
sensing, and control is enabling highly adaptable, scalable, resilient, secure, and usable
applications whose capabilities far exceed stand-alone embedded systems. The CPS
revolution is transforming the way people interact with engineered systems and is driv-
ing innovation and competition in sectors such as agriculture, energy, transportation,
building design and automation, healthcare, and manufacturing.

The number of Internet-connected devices already outnumbers the human popula-
tion of the planet. By 2020, some expect the number of these devices to exceed 50
billion. Many of these devices are CPSs that control automobiles, airplanes, appliances,
smart electric grids, dams, industrial systems, and even multinational infrastructures
such as pipelines, transportation, and trade. This trend toward distributed systems of
Internet-connected smart devices has recently accelerated with the rise of the Internet
of Things (IoT) as its backbone. A goal of the IoT is to connect any device to any other at
any time via any protocol from anywhere in the world. Today this goal is only partially
realized.

CPS technologies blur the lines between infrastructural and personal spaces. This
blurring is being engineered into the IoT where personal CPSs (such as phones, appli-
ances, and automobiles) bearing personal data can reach up into public infrastructures
to access services. Infrastructural technologies such as smart roads, e-government, and
city services have become personal by providing private portals into public services.
Thus, personal technologies, enabled by the IoT, have vastly extended the scope of
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critical infrastructures and even created new ones. Unlike the embedded systems of
a decade ago, modern CPSs incorporate components from different providers using
interface standards that specify communication protocols and physical operation
requirements.

While a CPS can be thought of as a blend of cybernetics and telecommunications,
every CPS is much greater than the sum of its parts. The cyber and physical compo-
nents cannot be analyzed separately. Malfunctions in the software portion of the system
may cause unexpected physical behaviors. Unanticipated physical sensations may trig-
ger untested parts of the system software. Beyond cyber or physical failures, problems
can arise from communications between devices that are allowed to interact in ways
that will be harmful or allow sensitive data to fall into the wrong hands. Further, a
CPS typically involves real-time sensing and human operators who make their deci-
sions informed by real-time data. Thus, humans, too, can be a major source of failure in
these complex systems. Holistic system analysis is critical to ensure security, integrity,
and conformance to the expected behavior profile.

The blended nature of CPSs simultaneously offers new uses of technology and enables
new abuses of it. The increasing intelligence and awareness of physical devices such as
medical devices, cars, houses, and utilities can dramatically increase the adverse con-
sequences of misuse. Cybersecurity and privacy have emerged as major concerns in
human rights, commerce, and national security that affect individuals, governments,
and society as a whole. New degrees of connectivity between personal and infrastruc-
tural systems can result in leakage of personal data producing serious privacy concerns.
Integration with private devices may threaten infrastructure by expanding its attack
surface. CPSs are subject to security threats that exploit their increased complexity
and connectivity to critical infrastructure systems and may introduce new societal risks
to economy, public safety, and health. Some of these concerns are “existential threats”
to individual lives and society. The potentially global nature of CPSs has produced a
need for trust in cyber-physical (and other) systems that transcend national regulatory
authorities.

To address these cybersecurity and privacy challenges, novel, transformative, and
multidisciplinary approaches are needed at the confluence of cybersecurity, privacy,
and CPSs. We are at a critical juncture where the growth and ubiquity of CPSs is
accelerating exponentially. We must understand these systems and engineer them
thoughtfully to prevent anticipated and unknown problems.

The purpose of the book is to help readers expand and refine their understanding of
the key technical, social, and legal issues at stake, to understand the range of techni-
cal issues affecting hardware and software in infrastructure components, and to assess
the impacts of the blended nature of these systems on individuals, infrastructures, and
society. Especially, this book will present the state of the art and the state of the prac-
tice of how to address a number of unique security and privacy challenges facing CPSs
including the following:

1) The irreversible nature of the interactions of CPSs with the physical world
2) The rapidly increasing scale of deployment
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3) The amalgamated nature of CPS-enabled infrastructures

4) The deep embedding and long projected lifetimes of CPS components

5) The interaction of CPSs with users at different scales, degrees of control, and exper-
tise levels

6) The economic and policy constraints that are needed to govern CPS design and
deployment

7) The accelerated degree of sensing and collection of information related to a large
range of everyday human activities

8) The asymmetric ability of adversaries to attack physical-world targets through cyber
means and vice versa.

This edited book aims at presenting the scientific foundations and engineering prin-
ciples needed to ensure cybersecurity and privacy in CPSs in general and in various
innovative domain-specific applications. The reader will gain an understanding of how
the principles of security and privacy must be rethought for Internet-connected CPSs.
Our hope is that this book will enhance the capability of the technical workforce to
understand the less obvious implications of CPSs and to improve civil and economic
security.

This book will challenge the research community to advance research and education
at the confluence of security, privacy, and CPSs and to transition its findings into
engineering practice. However, our desire is to provide useful information even for
readers without any prior domain knowledge. Thus, most chapters are in tutorial/survey
style. We anticipate many of our readers will be involved in research and development
of technologies to better the lives of others, and, thus, they would be interested to
gain an understanding of the security and privacy implications of their work. We
also address the CPS design workforce and aim to provide an important source of
comprehensive foundations and principles of cybersecurity and privacy as it applies
to CPSs. Toward these goals, this book is organized into three parts: Foundations,
Principles, and Applications.

Part 1 is composed of six chapters. In addition to presenting an overview of the
opportunities and challenges of cybersecurity and privacy (Chapter 1), this part
presents scientific foundations of cybersecurity and privacy in various subdomains,
including networks (Chapter 2), information theory (Chapter 3), national security
(Chapter 4), legal aspects (Chapter 5), and cryptographic key management (Chapter 6).

Part 2 is composed of six chapters. This part presents engineering principles of
cybersecurity and privacy as applied to the 10T (Chapter 7), access control (Chapter 8),
privacy (Chapters 9 and 10), network coding (Chapter 11), and lightweight cryptography
(Chapter 12).

Part 3 is composed of seven chapters. This part presents application areas of CPSs
along with domain-specific cybersecurity and privacy recommendations. The several
diverse application areas include smart cities (Chapter 13), energy (Chapters 14 and 19),
healthcare (Chapter 15), building design and automation (Chapter 16), postal infrastruc-
ture (Chapter 17), and agriculture (Chapter 18).
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This book presents a collection of research results and real-world deployment expe-
riences that provide examples of CPSs across multiple sectors of society. It is our desire
that our book would illustrate not only the state of the art and practice in cybersecu-
rity and privacy for CPSs but also the foundations and principles of CPS security and
privacy that will educate and prepare designers of these technologies to meet societal
desires and needs safely. Our hope is that by reading this book you, the reader, will be
better equipped to shape our world with these new technologies in a way that enhances
safety, security, and privacy for all.

July 2016 Houbing Song, Daytona Beach, Florida, USA
Glenn A. Fink, Richland, Washington, USA
Sabina Jeschke, Aachen, Germany
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Overview of Security and Privacy in Cyber-Physical Systems

has not been definitively agreed upon, but we elect to add to the triad two additional
elements that are most germane to the physical side of our discussion of CPSs. The last
two principles are often bundled into the principle of integrity, but they are important
enough to deserve separate attention:

o Authentication — Verifies the identity, often as a prerequisite to access (Committee
on National Security Systems, 2010).

e Nonrepudiation — Protects against an individual’s false denial of having performed
a particular action and captures whether a user performed particular actions (i.e.,
sending or receiving a message) (NIST, 2013).

There are a number of means of implementing each of these cybersecurity principles.
For example, encryption provides confidentiality, protecting data and system functions
from unauthorized use. Digital signatures and secure hashes provide integrity, ensuring
data or software updates are not modified. Redundancy of resources keeps the system
available for the intended users for proper use at any time even under stress. Identities,
certificates, and passwords are examples of authentication mechanisms that guaran-
tee only authorized users may access resources protected by confidentiality measures.
Authentication ensures integrity by verifying the authority of actors who would change
an asset. Automatically collected records and logs of these changes may show which
user accessed or modified specific parts of the system. When these logs are protected
by some integrity mechanism, the result is a system with nonrepudiation. Nonrepudi-
ation makes violations of integrity clear and provides forensically useful information
when security fails.

Privacy in the information sense of the word usually refers to the principle of con-
fidentiality, but it is also related to controlled disclosure of information. People want
to be able to disclose information to some and not to others and they want to be able
to control what is done with the information disclosed. Thus, privacy is a facet of per-
sonal information integrity because although data about a person may be transmitted,
the information it bears is always the property of the person identified by it.

1.2.2 Physical Security and Privacy

Physical protection aims to defend an area in space according to the following principles
adapted from the U.S. Department of Defense (2016) and U.S. Department of Energy
(2005):

e Deterrence — A credible threat of countermeasures that prevents actions against the
system by making the perceived cost of an attack outweigh the perceived benefits.

e Detection — The positive assessment that a specific object caused the alarm and/or
the announcement of a potential malevolent act through alarms.

e Delay — Impediments that slow or prevent an adversary from accessing a protected
asset or from completing a malevolent act.

e Response — Actions taken with appropriate force and at locations and times designed
to stop the advancement of the adversary.

e Neutralization — Rendering enemy forces incapable of interfering with a particular
operation.

Deterrence can be as innocuous as a sign indicating the presence of physical-security
components or a guard posted in a visible location to warn the potential adversary

3



4

Security and Privacy in Cyber-Physical Systems: Foundations, Principles, and Applications

of the consequences of an attack. Beyond this, detection is usually accomplished with
surveillance technologies, human watchers, or operational processes. Alarms may be
coupled with detection to alert those protecting the asset (the trusted agents) or to scare
off the attacker. Barriers such as protective forces, walls, deployed obstacles, storage
containers, locks, and tamper-resistant devices take time for an adversary to penetrate,
providing delay (and some deterrence if the measures are visible). The response to intru-
sion events must be immediate and effective and may include summoning authorities
with sufficient force to halt the attack. Without a timely response, no threat can be com-
pletely neutralized. The responders neutralize all of the attackers by arresting them or in
some other way making it impossible for them to attack the system in that way again. If
these physical-security elements are not properly utilized, even the most impenetrable
defenses will eventually be defeated.

Privacy in the realm of physical security often entails trade-offs with security. Access
controls, surveillance, detection and assessment, and response are all principles of
physical protection that require individuals to be positively identified, tracked, and
monitored while in the secured area. Allowing these physical protection systems to
track a person’s every move must be coupled with the assumption that this information
will be utilized for the intended purpose only and protected against any malicious usage
or unauthorized access. However, the agreement to provide this information to other
trusted agents to further enhance security is usually made explicit.

1.3 Defining Cyber-Physical Systems

Cyber-physical systems, or CPSs, is an umbrella term that includes systems of many sorts
including robotics, machine automation, industrial control systems (ICSs), process con-
trol systems, supervisory control and data acquisition (SCADA) systems, the Industrial
Internet, and the Internet of Things (IoT). These systems have different applications,
architectures, and behaviors, but they all share key attributes.

The US President’s National Science and Technology Advisory Committee (NSTAC)
report on IoT (NSTAC, 2014) notes three common properties of IoT objects:

1) Ordinary (noncomputational) objects are individually network addressable.

2) Physical objects are interconnected.

3) The devices are intelligent and many can perform functions adaptively, either indi-
vidually or as part of a larger group.

These common properties of IoT are broadly applicable to CPSs in general. CPSs
may be a single object or a system of objects with indefinite boundaries. CPSs may
span a broad range of application domains providing the ability to monitor, manipu-
late, and automate devices from personal conveniences to critical infrastructures. While
these systems empower us to be more effective at a scale beyond our individual means,
they also present an additional risk. The more integrated CPSs become in our lives, the
greater chance their failure or manipulation could have drastic consequences.

CPS is a very general term when used in this field. “Embedded system” is an older term
for computational capabilities fused with normal, “dumb” systems; however, embed-
ded systems need not communicate with each other or the larger Internet. The term
Industrial Internet connotes ICSs and business-to-business linkages but may leave out
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consumer devices. Conversely, IoT has become the most popular term for CPSs, but it
mostly evokes images of commercial consumer devices. We use CPSs generally to mean
any of these and use the individual terms when necessary for clarification.

We divide the CPS domain into two broad categories: infrastructural and personal.
While functional CPS concepts are consistent between the two categories, the security
risks and concerns are often different. Infrastructural CPSs include ICSs that operate
factories, refineries, and other types of industrial infrastructure. Personal CPSs include
end-user devices such as smartphones, watches, appliances, and home systems.

1.3.1 Infrastructural CPSs

Infrastructural CPSs are found everywhere in industry and are critical to modern life.
In ICS, the physical side is emphasized, and the cyber side is added for convenient
access and control of physical machinery, and so on. However, the points of connec-
tion between the machinery and external computer networks may be undocumented or
poorly understood as connectivity has often evolved over long periods of time. Some
grave concerns are to avoid property damage, economic loss, and physical harm. How-
ever, for industrial systems that are part of critical infrastructures providing vital services
such as power and water, availability is the overriding concern, as modern societies are
largely dependent upon them.

1.3.1.1 Example: Electric Power

CPSs that meet the NSTAC IoT criteria abound in many industrial domains includ-
ing oil and gas, water and wastewater, chemical, and manufacturing. Infrastructural
CPSs are used to monitor every part of the electric grid from power generation through
transmission to consumption by end users and accounting for power used. These CPSs
must monitor and control turbines, power lines, transformers, feeders, and other critical
equipment that are highly distributed, spanning large geographic regions. Sometimes,
CPSs are located on remote poles and substations without direct human supervision.
Their distributed nature makes it difficult to monitor the CPSs that monitor the system
creating security vulnerabilities both in cyber and physical domains.

In the last decade, the smart grid trend has increasingly pushed to automate more
networked devices throughout the power domain driven by the desire to operate power
grids much more efficiently, to reduce strain on current systems, and to lower the cost of
deploying future systems. Smart meters, home energy-management systems, and smart
appliances promise to be better stewards of limited energy resources in assisting the
populace. However, human operator interaction compounds the challenge of securing
these systems because humans routinely cross over system boundaries and may expose
sensitive data and services to unanticipated risks, creating additional vulnerabilities not
typically accounted for. Through the smart grid, infrastructural CPSs may invisibly reach
down into personal spaces such as homes and create inadvertent risks including loss of
services, energy theft, and loss of privacy by enabling pattern-of-life analysis.

1.3.2 Personal CPSs

Personal CPS technologies were meant to produce economic value by automating rou-
tine tasks. In personal CPSs, the cyber side is emphasized and the physical dimension
is added to enhance the utility of the information system. The ubiquity of these devices
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may hide their computational aspects and the risks implied. These systems often store
sensitive PII and have the potential to record details of our personal lives. Previously,
close physical proximity was required to observe and study the patterns of our lives.
Now these devices may provide the possibility to do this from anywhere in the world via
their Internet connectivity. For this reason, privacy is the principal concern with per-
sonal CPSs. However, safety may be the primary concern in personal medical devices
while privacy is secondary. Because personal CPSs may share trust relationships with
office or industrial systems and ICS, security is an important tertiary issue.

1.3.2.1 Example: Smart Appliances

Personal CPSs include appliances, wearable utilities, novelty items, toys, tracking tags,
medical devices, and a host of devices that enter our lives on a personal level while being
connected to the broader Internet. Homes frequently have high-speed Internet access
that smart appliances increasingly take advantage of to make their services viewable
or accessible online. Refrigerators can order groceries and tell when food is going bad,
televisions learn favorite stations and programs, and even light bulbs may detect motion
and can monitor home status. Because persons in the home use these items regularly,
they must be protected to avoid leaking information that would enable pattern-of-life
analysis. Information leakage could subject the homeowner to the unwanted attentions
of advertisers or opportunistic thieves. In addition, these appliances are often created
to “phone home” to their parent company or its affiliates, passing potentially sensitive
information outside the home to unknown parties. Thus, personal CPSs may invisibly
reach up into infrastructural and commercial spaces providing undetectable exposure
to outside entities.

1.3.3 Security and Privacy in CPSs

In this section, we discuss the different application domains of industrial and per-
sonal CPSs and the implications of failure in their security or privacy protections.
The interconnectedness of CPSs leads to interdependencies and system interac-
tions that are not obvious to even careful inspection. The very nature of CPSs
affords both cyber and physical attack pathways, greatly increasing the adversary’s
options. Separate sets of vulnerabilities on the cyber and physical sides do not
simply add up; they multiply. Having physical access to a cyber system makes
possible certain attacks that would not be otherwise. Adding a networked cyber
dimension to a physical system increases the complexity of the system, the scope
of what may be attacked, and the distance from where the attack may be con-
ducted. The separate attack pathways may be fully protected in only one domain
or the other, but only parts of the system where both domains are simultaneously
protected are truly protected. At the same time, defenses in either the cyber or
physical component can be used to protect the other component in more ways
than a pure cyber or physical system. For example, computerized skid detectors
protect drivers from the physical danger of icy roads. Thus, adding the two domains
makes determining the security of the conjoined system much more difficult to
assess.

Security and privacy attack points in CPSs may be at the interfaces between devices,
on the devices themselves, in the infrastructure that supports them, from the Inter-
net, and even from malicious users. Figure 1.1 illustrates a few possible points of



Overview of Security and Privacy in Cyber-Physical Systems

/Spoof
. s {nanufacturer
Exploit {,f ~ l:gffastg:uciure
weak i . A _
protoco Internet \ Exploit weak
' application
programming
Fa'ke_ ; interfaces(API)
devices A Exploit trust ;
{f \ relationships / \
= -’Q= S = - > CPS
Spoof user _— ¥’ S .
interaction Malicious
: 2 uset/social
Fake engineering
environmental 3
Fake InpAR :
acces
User points User

Environment/infrastructure

Figure 1.1 Security attack points in CPSs.

attack. Attackers may take advantage of the ambiguities of vulnerable communication
protocols to mount an attack across an interface. They may exploit security flaws
in weak implementations of application programming interfaces to compromise a
component. Alternatively, they may take advantage of trust relationships between peer
devices or between the devices and infrastructures, clients, and users to whom they
talk. Each of these vulnerability points must be covered by security protections and
considered as potentially compromised system components from the perspective of
other components.

1.4 Examples of Security and Privacy in Action

Security and privacy in CPSs are more complex than they appear. Until systems are ana-
lyzed holistically, security and privacy implications cannot be thoroughly understood.
Part of the complexity of CPSs is when they are invisibly connected to a larger network
(which may, in turn, be connected to the Internet). The extent of the security and pri-
vacy boundaries for a device may suddenly become global in scope. In this section, we
present a series of examples to demonstrate how security and privacy are important to
CPSs and how difficult they are to ensure.

1.4.1 Security in Cyber-Physical Systems

The examples in this section are intended to illustrate the complexity of security when
systems go from either cyber or physical to cyber-physical. We discuss both infrastruc-
tural and personal CPSs and consider areas where the two are blended.
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from the car’s vehicle identification number (VIN), anyone could turn on or off the car’s
air-conditioning system or access its travel history even when the vehicle was pow-
ered off and without the key. Nissan eventually responded by taking the servers offline
(Ullrich, 2016). This measure severed the public connection to the servers from the web
but left untouched the connection between the servers and the automobiles. The proto-
col the servers use to instruct the LEAF is not public, but the interface may be vulnerable
and may be more capable than the controls the app was able to use. The access medium
is likely the cellular network, and this is easily accessible. This system exhibits “security
through obscurity,” a form of deterrence, but once the secret is revealed, there is no
protection for the CPS or the vehicle owners.

1.4.1.4 Port Attack

Starting in 2011 and over the course of 2 years, the Port of Antwerp, one of the largest
ports in the world, was subjected to a multistaged criminal campaign that included
blended cyber/physical attacks (Robertson and Riley, 2015). According to Europol offi-
cers, a criminal organization was hiding illegal shipments of drugs and weapons inside
legitimate shipping containers. When containers are shipped, the container identifier is
mapped to a release code the recipient could use to pick up the shipment at its destina-
tion. These codes are stored in an Internet-accessible database that is also used to track
the containers on their journey. The criminals learned how to access the database, stole
the tracking codes, and notified traffickers at the destination when a tainted container
arrived. The criminals would then drive into the port and enter the release code to gen-
erate orders for a crane operator to retrieve the container and put it on the thief’s truck
before the legitimate owner arrived.

In 2012, the Antwerp port authorities began to notice that certain shipping containers
were missing. The authorities’ first response to the thefts was to use a firewall around
the database preventing Internet-based access to it. Next, the attackers conducted a
spear-phishing campaign with email laden with malware that let the criminals intrude
the companies’ trusted systems to access the databases. When the authorities stopped
this access, the attackers switched to physical tactics and started breaking into offices
of shipping companies, planting physical eavesdropping devices hidden in mundane
objects such as power strips and thumb drives on the companies’ local computer net-
works. These devices captured all keystrokes and used cellular networks to send the
sensitive information including login names and passwords to the attackers over the
Internet.

The port authority has since introduced a new container release system (CRS) that
requires container claimants to log into a secure portal site where they must identify
themselves to obtain the container release data (Port of Antwerp, 2013). Shipping com-
panies also now only generate the container release data at the very last stage when the
container arrives, providing less opportunity for it to be used illicitly.

This attack campaign shows how physical attacks can be used to gain access to
cyber systems. A series of cyber and physical protections was ultimately needed to
stop the attacks. In addition, the spear-phishing and use of deceptive devices highlight
the human element of the campaign. Deceiving the humans into providing access to
sensitive information was a key element of the cyber-physical attack strategy. The new
CRS employed a two-way authentication system where both the container and the
customer must be identified before the container is released.
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1.4.2 Privacy in Cyber-Physical Systems

Just as a proper understanding of security in CPSs requires understanding both physical
and cyber domains and their interplay, privacy in CPSs is more complex than it appears.
Privacy implications cannot be thoroughly understood without complete knowledge of
the entire system and its connections. Part of the problem with CPSs is that connections
to larger networks or the Internet are not obvious.

Groopman and Etlinger (2015) report that consumers are more concerned about data
that is being gathered about them and how it will be used. Especially in the age of the
IoT, data collected is potentially shared invisibly. Earlier, data had to be manually entered
into a computer. Now, devices such as wearables, cell phones, smart appliances, con-
nected cars, connected homes, and a variety of other devices collect unknown amounts
and types of information about users, who often do not realize that these devices are
frequently interacting over the Internet. People who understand that their devices are
connected to the Internet often do not understand the privacy implications. These con-
nections may leak information that could be shared, harvested, or stolen without the
knowledge of the affected user.

1.4.2.1 Wearables

Wearable devices may interact with collection points in stores, restaurants, along high-
ways, or wherever we go, and these collection points may be invisible. Collection points
may force devices in the vicinity to reveal their identities and to connect to the Internet
using the collection point as a middleman. One such example is the active cell site simu-
lator, or Global System for Mobile (GSM) interceptor devices, which (Pell and Soghoian,
2014) claim use of active probing to force nearby cellular devices to reveal their iden-
tities and to connect through the device. Controls that govern collecting and sharing
data are often not clear, and the implications of sharing may not be understood until a
harmful loss occurs.

Unclear controls and unexpected implications of sharing were also the case with the
infamous Fitbit sexual activity data-sharing scandal (Prasad et al., 2012). People found
that named categories of user-identifiable Fitbit data could be found via a simple web
search. Some Fitbit users were surprised to find that all categories of recorded data were
public on the web and linked with identifying information, even categories they had not
clearly chosen to share. This is a clear failure to provide confidentiality.

The problem was the system designers wanted to maximize the benefits of infor-
mation sharing, but they did not make the implications clear to the users. Makers of
wearables prefer to keep the user interfaces simple or even invisible. However, as Fitbit
discovered, this can lead to embarrassing or even dangerous privacy abuses. Confiden-
tiality and privacy breaches could have been avoided if the devices had settings that
by default did not share all categories of information and that notified users that they
were sharing each class of information. Designers of these systems must instead make
user data-sharing choices both simple and explicit. Data, whether shared or not, should
be stored encrypted so that the maker or user can provide confidentiality and authen-
tication for access controls. The system required no authentication to access the Fitbit
information logs and made them publicly available. Fitbit linked the activities to individ-
ual identifiers that could easily be traced to their owners. This kind of embarrassment
could have been avoided through the use of private pseudonyms or anonymous shar-
ing. Rather than having corporations learn this lesson over and over again, they should
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employ these principles of privacy by design to protect their customers’ data and reduce
legal liability.

1.4.2.2 Appliances

Network-connected appliances are becoming commonplace in homes and offices
(Bergstrom et al., 2001) and their connectivity is intended to make life easier for
consumers by automatically adjusting to their patterns of life and to provide additional
conveniences. Connected thermostats may adjust their heating and cooling efforts
to the number of people at home and the schedule they learn to expect. Connected
refrigerators may automatically inventory food and even order staple items when
the quantity is low. Voice activation and Internet presence may allow consumers
hands-free operation of some appliances, even when away from home. But once again,
the expectations for sharing the collected data are inconsistent, unclear, and may be
hidden deep in some End-User License Agreement (EULA) that the consumer never
reads or pays attention to.

Samsung disclosed that its Smart TV’s voice activation feature listens to what people
in its proximity say, and it may share that information with the manufacturer or with
third parties. Voice activation means audio data must be continuously collected and
uploaded because the device cannot tell when an utterance will be a command. The
corpus of stored audio is used to help devices learn to separate voices from background
noise and to isolate one voice from another. Voiceprints can be uniquely identifying
data, and this could be a powerful tool for pattern-of-life analysis or surveillance. If it
becomes potentially useful in a criminal investigation, it is quite reasonable to suspect
this data to be subject to subpoenas and use in courts or investigations. This data leakage
constitutes primarily a loss of confidentiality; however, depending on what other systems
are controlled or monitored by CPSs, other security features may be violated too.

1.4.2.3 Motivating Sharing

Although consumers had opted in to share data with companies, an average of 48% of
the over 2000 people Groopman and Etlinger interviewed were uncomfortable with the
companies actually using their data. Fifty-eight percent were uncomfortable with that
data being sold. Only 20% of their survey participants felt that the benefits of their smart
devices outweighed their privacy concerns. While industry is rushing to make a host
of devices smarter, they found that “adding a sensor to something does not magically
endow it with value for its user, particularly when weighed against potential risks.”
Considering this level of discomfort, it is unclear why people would opt in at all. How-
ever, of the benefits that make people willing to have their data collected, they found
that money-saving promotions, providing help making decisions, troubleshooting,
and location information were the most compelling reasons why people were willing
to give up a measure of their privacy. Their recommendations included making sure
that consumers are informed of how, when, and for what purpose their information is
being shared and consumers are provided adequate incentives to share (Groopman and
Etlinger, 2015).

1.4.3 Blending Information and Physical Security and Privacy

As these examples have shown, security and privacy principles and controls in the
cyber and physical realms overlap but are not the same. Figure 1.2a—d shows which
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Figure 1.2 How information and physical-security principles support each other. Straight lines
without arrows show two-way relationships. Curved lines with arrows show one-way relationships
where the principle at the tail supports or enables the principle at the arrowhead. Dashed lines imply
inverse relationships. (a) Confidentiality, (b) integrity, (c) availability, and (d) authentication and
nonrepudiation.

cybersecurity principles support which physical-security principles and vice versa.
Increasing the implementation strength of a supporting principle increases the strength
of the supported one. Note that many of the relationships are not symmetrical.

Figure 1.2a shows that confidentiality measures make the system less visible to attack-
ers deterring them from trying to actively change it, delaying their ability to work their
will on it, and preventing (neutralizing) their ability to harm the system. However, all the
physical-security principles enhance the confidentiality of a CPS in one way or another.

Figure 1.2b shows that enhancing integrity measures keeps the system actively sta-
ble, deterring attackers and making detection of their activities much easier. If there
is a change, the change will be detected. As with confidentiality, increasing any of the
physical-security principles can potentially improve the ability of the system to maintain
a stable condition.

Availability (Figure 1.2c¢) is inversely proportional to delay because adding more capac-
ity generally provides more opportunity for attackers to abuse the system. Similarly,
measures that deter attackers may also make it harder to use the system for legitimate
users. Better availability may imply defenders will be able to respond to at least some part
of the system faster when it is attacked. Conversely, faster response and neutralization
of attacks will preserve the availability of the system.

As Figure 1.2d shows, authentication enables all physical-security principles except
response. For example, requiring passwords deters casual misusers, delays their
access, provides a basis for detecting a break-in attempt, and even neutralizes the
attack. However, no physical-security principles contribute to authentication. This
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illustrates the fundamental nature of authentication. As we have shown in the examples,
authentication is complex and difficult to implement properly. Finally, knowing that
nonrepudiation is in place will be a deterrent to attack because the attacker’s identity
may be revealed. Similarly, nonrepudiation may enhance detection capabilities because
it establishes a forensic trail that can be used to understand an intrusion. However,
none of the physical-security principles has an effect on nonrepudiation.

1.5 Approaches to Secure Cyber-Physical Systems

Having completed an overview of security and privacy and the risks involved with CPSs,
we now discuss principles for evaluating or designing CPSs. While there are many gen-
eral security and privacy practices (i.e., strong passwords), we focus on security mitiga-
tions and controls that are most pertinent to or have characteristics unique to CPSs. We
also do not iterate classic cybersecurity literature. For readers who seek instruction in
the basics, we suggest Abadi and Needham (1996).

Figure 1.3 shows various example security implementation mechanisms (the table
rows) and the principles to which they contribute (the columns). A “+” symbol means
the mechanism enables the principle. A “+4” symbol means that the mechanism is a
primary means of obtaining the particular principle. A “~” symbol means that imple-
menting this mechanism may actually harm a particular security principle. For instance,
barriers are a primary means of deterrence but actually may harm availability. These
mappings show that availability and response are the least easy principles to implement
via security mechanisms.

1.5.1 LeastPrivilege

Least privilege provides access to only the resources needed to fulfill a user’s role. For
example, a word-processing application on a smartphone may need occasional access to
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Figure 1.3 Mapping example security mechanisms (rows) to information security principles and
physical-security controls they enable (columns).
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Digital Ants (Fink et al., 2014) can be used to coordinate defense. Smart devices with
adaptive pattern recognition capabilities need the autonomy to detect attacks and
respond collectively and globally. The intent is to prevent cascading failures in which
an entire system is made vulnerable as a result of one poorly secured machine.

1.5.5 User-Configurable Data Collection/Logging

Data collection (especially data from personal CPSs) can be very useful both for the user
and for understanding dynamics and characteristics of groups. However, the utility of
data collection must be considered in concert with preserving the privacy of the individ-
ual users. As with Fitbit's initial policy of collecting and sharing all data, users had a great
utility to compare their fitness to the activities of the group. However, privacy controls
were insufficient over the external visibility and identifiability of the data. When users
discovered they could find out about the sexual activity recorded and unwittingly shared
by others, the resulting debacle was very costly and embarrassing. One method of han-
dling this problem would be to enforce stricter collection policies that are, by default,
opt in rather than opt out. This will help better protect privacy by allowing users to
choose what information is shared. The default assumption must be that all of their data
is private, so users must make a conscious decision to share their collected information.
The data collection system must also make clear to users exactly what is being shared
and with whom. If Fitbit had explicitly listed for its users which items were being shared
and with whom, they could have prevented the scandal. Such user-configurable privacy
controls are applications of the principle of confidentiality.

1.5.6 Pattern Obfuscation

One subtle way that CPSs can be protected is by obfuscating the patterns of use. For
example, ICS energy usage patterns can imply the stage of an important process is in.
Attackers could use this knowledge for reconnaissance or to cause damage to the system.
Communication patterns in network traffic can also be mimicked by malicious entities
so that intrusion detection systems are not alerted to unusual “conversations” between
machines or to high throughput during odd hours. Even physical site visits to a remote
ICS can form a pattern, which could give an attacker valuable information on when
to attack a specific target. Obfuscation is a less obvious application of the principle of
confidentiality.

In personal CPSs, medical-related devices often publish information to doctors, and
the data may be aggregated en masse and posted to repositories. These repositories are
useful for diagnosing conditions by comparing an individual to a population. Rather
than posting exact data, the data can be resampled so that the collection is statistically
identical but no longer individually identifiable (Dwork and Roth, 2014). Protection of
medical and other sensitive personal data through technical privacy-preserving access
frameworks reduces legal liability in case of data theft.

1.5.7 End-to-End Security

End-to-end security refers to maintaining the security of data from transmission to
reception and storage. Authentication, integrity, and encryption must be maintained
at the application level throughout data communication between devices. As an
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example, a Fitbit stores data over a certain period of time that will then be uploaded
via an Internet connection to the manufacturer’s servers. In this example, the device,
the connection method, and the final destination servers must be secure to provide
end-to-end security. This can be accomplished by applying encryption on the device,
using a secure connection to transmit the data, and ensuring that the device company’s
servers are protected with a variety of virtual and physical methodologies.

That said, simply encrypting everything with the same key is almost useless. Once the
master key is leaked, all systems are vulnerable. Encryption implies management of keys,
a topic beyond the scope of treatment here. However, many works on encryption key
management have been published that examine these topics in detail including Pfleeger
and Pfleeger (2007).

1.5.8 Tamper Detection/Security

Deterrence and detection should be used to prevent the unauthorized manipulation
of unmonitored equipment, especially at remote or uncontrolled locations. This can
be accomplished using tamper-resistant locks, locks that require authorization codes,
security cameras, alarms, or any variety of other physical prevention and detection tech-
niques. In addition, authentication and nonrepudiation implemented via access logging
can prevent unintentional access to the system and diagnose intrusions.

1.6 Ongoing Security and Privacy Challenges for CPSs

This section serves as an agenda for future research and action in the CPS field. We
can provide few practical recommendations for today, but we hope to outline where
unsolved problems lie and encourage investigation of these areas.

1.6.1 Complexity of Privacy Regulations

Privacy regulations worldwide are behind the times while the public attention to pri-
vacy issues is on the rise. Regulations are needed; however, care must be taken not to
regulate the value out of CPSs (Federal Trade Commission, 2015a). The introduction of
numerous loT devices to consumers has been of great value to the consumers, and this
interest produces large economic opportunities. The value of these goods and services
is directly related to the exchange of data they enable.

Adding cyber capabilities to physical objects has radically changed the nature of own-
ership. Producers will always own their wares to some degree; consumers will only rent
them. For example, Rolls Royce highly instruments its aircraft engines and thus has
elected no longer to sell them at a profit, but bill for maintenance based on the time
they run. They can also diagnose the health of an engine remotely and monitor how
well it is serviced (Economist, 2010). This demand-based billing approach brings to large
end-items the same everything-as-a-service flexibility cloud computing affords to data
centers. A similar model is robocars where consumers do not own cars but can call one
up anytime and only pay for their usage (Rogowsky, 2014).

This move away from personal ownership will have a profound effect on security and
privacy. When CPS creators can make firmware that expires and requires upgrades that
force certain features or restrictions on the buyer long after the sale, the cyber part
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becomes an elastic contract with all the flexibility on the supplier’s end. The only way to
refuse this overt control is to write one’s own firmware for the machine. This means the
true owner of every CPS device is the one who writes the code supporting the cyber part.

Privacy regulation can threaten availability, adoption, and benefits of these CPSs
because there is a generalized fear that the very exchange of this data (whether
personally identifiable or not) will be harmful to private citizens. If governments adopt
regulations based solely on plausible stories and anecdotes of how this data exchange
may harm their citizens, rather than on actual cost/benefit analysis of this exchange,
the result will be inappropriate and harmful legislation (Wright, 2015). This implies
that government regulations must necessarily remain somewhat behind the times.
Economic and social studies must first be conducted before appropriate rulings may
be made.

Without sensible regulation based on economic analyses, regulation by anecdote and
slogan will reduce value and increase cost to consumers. Slogans such as “security by
design” and “data minimization” represent useful engineering rules of thumb, but if
they are enshrined in regulation, manufacturers must adhere to them regardless of eco-
nomic costs or reduced functionality for the consumer. The resulting costs, both price
increases and opportunities lost through decreased functionality, will be passed on to
the consumer, and the market effectiveness of CPSs will be diminished. Wright notes
that economic analysis is needed to define and enforce “fairness” where such analysis is
superfluous when regulating deceptive practices (Wright, 2015). Unfairness should be
defined as significant harm to consumers that they cannot reasonably avoid and that is
not outweighed by benefits to consumers or overall market competitiveness (15 US.C. §
45(n)). Quantifiable harm must be linked incontrovertibly to allegations of deception or
unfairness whenever new regulation is being considered. Wright concludes that going
forward, “economic analysis ought to be more deeply integrated into the policy and
enforcement agenda of the Commission.”

In direct contrast to this, the European General Data Protection Regulation (GDPR),
anticipated to soon replace the outdated 1995 European Commission Directive
95/46/EC, calls for users to “remain in complete control of their personal data
throughout the product lifecycle, and when organisations rely on consent as a basis for
processing, the consent should be fully informed, freely given and specific.” Similarly,
despite Wright's dissenting voice, the Federal Trade Commission and its European
counterpart, the European Data Protection Supervisor (EDPS), “still have their sights
firmly set on data protection, and on July 9, 2015, the EDPS declared its intent to
focus on business models whose fuel is represented by the collection and the profil-
ing of personal data” (Brownlee, 2015; European Commission, 2012; Federal Trade
Commission, 2015a,2015b). The requirement of complete control of data regardless of
potential for harm or likelihood of economic benefit will produce a chilling effect on
IoT advancement. Privacy is thus perhaps the premier emerging challenge for IoT and
CPS management.

1.6.2 Managing and Incorporating Legacy Systems

When considering the security and reliability of CPSs, the provenance of the support-
ing, legacy code must be taken into account. “Legacy” is often a term ascribed to sys-
tems that are over a decade old with waning capabilities (Slay and Sitnikova, 2009).
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Legacy systems may be retained for a number of reasons: they are currently working
properly and the owner sees no reason to replace them; new systems are expensive and
unproven and may introduce undesirable new features; or the legacy system requires
near-constant availability (such as with the electric power grid) and cannot be replaced
without severe impact. Sometimes, the functions of legacy systems are undocumented
and poorly understood, making them hard to maintain and difficult to reengineer.

Legacy systems may have unpatched vulnerabilities or run on older, more vulnera-
ble operating systems. When new functionality is built on a legacy code base or with
legacy hardware, networks, and protocols, it may inherit these vulnerabilities and intro-
duce subtle new incompatibilities that can produce insecurities coming from unde-
fined states. Legacy systems may rely on insecure protocols such as Telnet and FTP,
and new authentication methods such as biometrics can be difficult to integrate with
legacy systems.

Partly, these undefined states occur because the new functionality imparted to legacy
systems differs from its original intent. Simpler functions are usually designed earlier
in the lifecycle of software, but more complex functions built on them are not guar-
anteed to use those simpler functions in a way that preserves their modularity. New
functionality may have to work around underlying couplings that may or may not be
documented. Automated means of composing legacy and new CPSs securely is an area
of open research. Legacy systems represent an ongoing challenge, especially in CPSs
where the hardware cannot be updated as easily as the software.

Often the best approach to handle legacy systems is to evaluate what will happen
when the system receives input that is late, early, improperly formatted, or contrary to
expected protocol. Evaluating the impacts of these failures and planning better availabil-
ity through redundant backup systems may be the best approach. If a new system can
function as a backup for a legacy system until it fails, then the greatest availability will be
achieved and system upgrades may be accomplished in the most natural way possible.

1.6.3 Distributed Identity and Authentication Management

Identity management is the maintenance of credentials for identification of people,
components, and systems. Authentication is the process of assuring the identity of an
entity in a system for authorization of rights and privileges. Common approaches to
identity management and authentication require communication with a centralized
authority. Distributed CPSs, where a centralized authority does not exist or it is difficult
to maintain constant communication, break the normal identity management and
authentication model. New identity management models and authentication processes
need to be developed to properly secure distributed cyber-physical environments.

1.6.4 Modeling Distributed CPSs

From a modeling perspective, CPSs are challenging to model when the interdependen-
cies and interactions between cyber and physical realms are complex. For instance, an
electrical grid (physical) is dependent on, or enabled by, a control network (cyber). The
control network depends on electricity to function. Failure in one network leads to fail-
ure (or undefined behavior) in the other. Together, the two systems are much more
complex than the sum of their individual complexities. Under attack, or after an attack,
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2.1 Introduction

Cyber-physical systems (CPSs) aim at realizing the integration of computations with
the physical world (Lee, 2008). The core idea of CPSs is the monitoring and control-
ling of physical objects through interconnected software systems, thereby blurring the
boundaries between the physical world and the digital world. CPSs are deeply rooted
in the well-established vision of ubiquitous computing (Weiser, 1991) and sensor net-
works (Akyildiz et al., 2002). The concept of CPSs has many similarities to the vision of
the Internet of Things (Atzori et al., 2010; Ziegeldorf et al., 2014a). However, CPSs focus
more on the interaction of smart objects with the physical world and less on the perva-
sive interconnection of such objects. The vision of CPSs is brought forward by several
technological trends ranging from the increasing availability of low-cost, low-power,
small form-factor computing and sensing devices to huge improvements in wireless
communication and abundant Internet bandwidth (Rajkumar et a/., 2010).

CPSs attest to the potential to drive innovation and competition in a wide range of
sectors, ranging from energy and transportation over building automation and manu-
facturing to health and elderly care (Khaitan and McCalley, 2015). For the energy sector,
CPSs are envisioned to become a key enabler of the smart grid (Karnouskos, 2011),
where CPSs have the potential to revolutionize monitoring and control. In the scope of
transportation in smart cities, CPSs have shown the potential for realizing metropoli-
tan area networking within public transportation systems as a basis for new applications
(Zimmermann et al., 2014). Similarly, in the context of building automation, CPSs can be
used to interconnect smart buildings with the goal of increasing safety and security of a
community (Li et al., 2011). When considering industrial process control environments,
CPSs have shown great potential in realizing intelligent monitoring and control systems
(Colombo et al., 2014). In the scope of healthcare, CPSs have illustrated promising capa-
bilities in mastering the massive amount of data that are sensed by smart objects (Lounis
et al., 2012). Also in the context of elderly care, CPSs can be used to realize (ambient)
assisted living (Henze et al., 2014b).

As the previous examples make evident, the praised potentials and predicted impact
of CPSs are manifold. Hence, CPSs are considered as the next computing revolution
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(Rajkumar et al., 2010) and even have the potential to outshine the IT revolution of the
20th century (Lee, 2008). The German government in fact envisions CPSs to initiate a
fourth industrial revolution (Broy and Schmidt, 2014). While these projections might
arguably be exaggerated, they nevertheless highlight the huge economic impact that a
realization of the vision of CPSs can have (Lee, 2008).

These enormous potentials and envisioned benefits stand in stark contrast to various
security and privacy threats that form a significant barrier to the widespread adoption
of CPSs. Since CPSs present a vastly different setting to the client—server model preva-
lent in today’s Internet, standard security solutions developed for this model do not
immediately apply and new approaches must be sought, for example, to achieve con-
fidentiality, authentication, and integrity in low-powered CPS edge networks. Further,
due to the evolving nature of CPS technologies and features as well as the emerging new
ways of interaction with CPSs, even more security and privacy threats are surfacing,
for example, when distributing sensitive sensor data to multitenant Cloud services for
processing and analysis. Understanding and properly addressing these threats and chal-
lenges is crucial in order to ensure acceptance of users and drive further development
and adoption of CPSs (Henze et al., 2015; Ziegeldorf et al., 2014a).

In this chapter, we discuss and present emerging security and privacy issues in CPSs.
Based on this, we identify challenges and opportunities for building and operating these
CPSs securely and in a privacy-preserving manner. By doing so, we especially focus
on those issues that are unique to CPSs, for example, due to the resource constraints
of the involved devices and networks, the limited configurability of these devices, and
the envisioned ubiquity of data collection in CPSs. We thereby cover network secu-
rity and privacy issues of CPSs ranging from low-powered local edge networks over
Internet-wide communication to Cloud-based backend infrastructures.

The remainder of this chapter is structured as follows. Section 2.2 provides a CPS ref-
erence model in which we categorize security and privacy threats as well as previously
observed CPS security and privacy incidents. Following the derived categorization,
we discuss challenges for secure communication inside local CPS edge networks in
Section 2.3. Section 2.4 then elaborates on secure end-to-end communication on
the network and transport layer, which is essential when CPSs communicate with
external systems, for example, via the Internet. In Section 2.5, we discuss the security
and privacy implications that arise when these external systems denote Cloud-based
services. Section 2.6 summarizes the contents of the former three sections. Finally, we
conclude this chapter with an outlook of CPS security and privacy opportunities in
Section 2.7.

2.2 Security and Privacy Issues in CPSs

In this section, we briefly lay out our framework for the analysis and classification of
security and privacy threats and their remedies in CPSs. We first provide a reference
model for CPSs in Section 2.2.1. Based on the past developments of CPSs, we project
future trends and developments for CPSs in Section 2.2.2. Finally, in Section 2.2.3, we
survey existing security and privacy threats in real-world systems and characterize
new threats that we predict to arise when taking into account the projected evolution
of CPSs.
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Figure 2.1 Networks and entities in our reference CPS scenario.

2.2.1 CPS Reference Model

We briefly describe our CPS reference model, which serves to better structure the dis-
cussion of security and privacy threats and remedies in the following sections. Our
model, as illustrated in Figure 2.1, divides CPS architectures into three levels: (i) the
device level, (ii) the control and enterprise level, and (iii) the Cloud level. Each level fea-
tures greatly distinct resources and network characteristics as well as a growing degree
of abstraction and aggregation of data. Our model is thus similar to the five-layered
pyramid model proposed by Lee et al. (2015), yet it takes a more network-centric view
than the information-centric view taken by Lee et al. (2015).

2.2.1.1 Device Level

The device level is the smallest scale in our model and comprises any number of smart
devices. A smart device is an everyday thing ranging from consumer electronics to
production machines that have been augmented with information and communication
technology (ICT). Devices are thereby able to collect, process, and communicate data
about themselves and their environment. They are thus able to interact with other
devices, with humans, or, if equipped with actuating technology, with the physical
environment. Nevertheless, some of these devices are very limited in their resources.
This means they offer only low processing power, are constrained with respect to
available memory, and employ batteries as finite energy resource. However, they are
comparatively cheap, which allows their deployment on a large scale. In the network
topology, CPS devices are arranged in edge networks that are increasingly realized as
wireless networks, often based on low-power IEEE 802.15.4 networks complemented
by ZigBee, 6LOWPAN, or, where necessary, industrial networking standards such as
WirelessHART.

2.2.1.2 Control/Enterprise Level

Device networks are typically connected via a gateway router and the Internet backbone
to the control and enterprise level. On this level, the owners of the edge networks run
server-grade backend systems that fulfill both control and analysis tasks based on the
data collected and aggregated from the different controlled edge networks. Control and
enterprise level servers may be connected on the same level with other servers at other
enterprise sites or interface with other enterprises (business-to-business).
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privacy challenges at the control level (Figure 2.1). In particular, access to sensors and
their information must be secured to protect sensitive information, for example, busi-
ness secrets about production processes. It has also been shown by different incidents,
for example, the Stuxnet virus (Langner, 2011), the spamming fridges and televisions
(Proofpoint, Inc, 2014a,b), or hacked automobiles (Williams, 2015) that it is crucial to
protect devices from unauthorized outside access and manipulation. Since sensors and
actuators are also in many instances constrained devices with limited resources, the
need for secure end-to-end connectivity has also opened a new line of research into
lightweight security and privacy mechanisms (Garcia-Morchon et al., 2013; Hummen
et al., 2013a, 2013c; Ziegeldorf et al., 2015a).

Finally, several security and privacy issues have been observed at the Cloud level of
CPSs (Figure 2.1). Cloud security and privacy research focused on adequate data pro-
tection and prevention of information leaks (Ristenpart et al., 2009; Squicciarini et al.,
2010), auditing and provenance (Wang et al., 2010), and private information processing
(Itani et al., 2009; van Dijk and Juels, 2010). As the recent global surveillance disclosures
have shown, above all unauthorized third-party access to Cloud content, especially when
stored on servers under a foreign jurisdiction, is a real and imminent threat (Gellman,
2013). Many countermeasures have been proposed, ranging from more granular policies
on the storage and distribution of data (Henze et al., 2013a; Wiichner et al., 2013) to hard
cryptographic protection, for example, by processing data using (fully) homomorphic
encryption and secure computation techniques (Bugiel et al., 2011; Popa et al., 2011).

2.3 Local Network Security for CPSs

The first step of communication between CPS devices is local communication, which
is denoted by the device level in our reference model (Section 2.2.1). In this section,
we cover security challenges and solutions for local communication within CPS edge
networks. This comprises the CPS devices themselves and the gateway that connects
the CPS to the Internet (Figure 2.2).

There are two communication scenarios that result in local communication. The first
scenario is CPS devices that employ local communication with each other for data

Edge network Powerful sender

O ey (‘l! s
4/' b

Internet
backbone

On—path attacker

Figure 2.2 Threats for local CPS communication. Jammers block communication or deplete the
energy of honest devices. Eavesdroppers try to learn sensitive information. An on-path attacker may
maliciously drop packets. A powerful sender can replay neighbor discovery packets to thwart routing
protocols.
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