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Glossary

This glossary lists important terms used in this book, in particular in Part I “Con-
cepts and Fundamentals”, with accompanying descriptions or definitions. The glos-
sary is organised into four sections: concepts of self-awareness and self-expression,
engineering self-aware systems, related approaches, and general terms. The terms
in each of the sections are listed alphabetically.

Concepts of Self-awareness and Self-expression

self-awareness Self-awareness is a broad concept which describes the property of a
system (typically a human) which has knowledge of “itself”, based on its own senses
(perceptual) and internal models (conceptual). This knowledge may take different
forms (cf. levels of self-awareness), and be based on perceptions of both internal
and external phenomena (cf. public vs. private self-awareness). It can be a property
of single systems (e.g., agents) and collective systems.

collective self-awareness Collective self-awareness refers to the self-awareness
property of a collective system, i.e., as opposed to a single agent. Levels of, and
public/private self-awareness apply also at this abstraction. This means that a self-
aware system is not required to have a central “knowledge” component (though it
may have, if desired).

computational self-awareness Computational self-awareness is a notion we have
developed to refer to a computational interpretation of self-awareness. Since much
of the literature on self-awareness does not readily make sense to engineers or ap-
plies directly to technical systems, aspects of computational self-awareness are de-
signed to describe self-awareness properties of computational systems, inspired by
self-awareness in humans.

emergent self-awareness This is a special case of collective self-awareness, when
the collective self-awareness properties are present, but it is not obvious how this
comes about by simply examining the behaviour of individual nodes within a col-
lective.

XXV



xxviii Glossary

methodology for engineering self-aware systems We developed a methodology
for engineering self-aware systems, based on the reference architecture and the de-
rived architectural patterns.

primitive A primitive is a particular block in the reference architecture, represent-
ing, for example, a level of self-awareness, self-expression and a sensor. They are
instantiated for particular applications.

reference architecture We developed a reference architecture which captures the
core aspects of computational self-awareness. The aim is to provide a common, prin-
cipled basis on which researchers and practitioners can structure their work. We have
argued that the psychological foundations, while not strictly necessary, can provide
a means of channelling a wide range of ideas, which would perhaps otherwise not
have occurred to engineers, acting to inspire the design of future computing sys-
tems. The architecture can also be used as a template for identifying common ways
of implementing self-awareness capabilities. Different implementations of the same
capability can thereby be compared and evaluated. Further, we have derived a set of
architectural patterns from the reference architecture.

(self-aware) node We use the term self-aware node to refer to various types of sys-
tem that are self-aware, e.g., an agent, a robot and a camera. Agent is an alternative
term, but node can be used when not wanting to be specific about a particular sys-
tem being an agent. We also claim that self-aware collectives (see next entry) can be
viewed as self-aware nodes, at a higher level of abstraction. A node may or may not
correspond to a physical system—this is not a requirement, but it may often make
sense to make it correspond.

tactic/algorithm/technique A tactic is a particular instantiation of a primitive in
the reference architecture, typically referred to as a particular algorithm, technique,
etc. These are application specific. Multiple tactics may be suitable for a particular
primitive, and some tactics may implement multiple primitives simultaneously.

Related Approaches

autonomic (computing) Autonomic computing is a vision originally pioneered
by IBM, of engineered systems which manage themselves. This self-management
is stated to include: self-configuration, self-optimisation, self-healing and self-
protection. The aim is to reduce the need for human involvement in the management
of complex computing systems. Some autonomic computing literature mentions the
need for self-awareness as a characteristic to support self-management, though the
literature on autonomic computing does not significantly expand on this. (Not to be
confused with autonomous.)

autonomous (system) Autonomy is a broad notion with much disagreement sur-
rounding it. However, in general, an autonomous system is one which acts without
any external direction. Examples include robots, vehicles and software agents. In
many cases, this ability to make decisions is based on a method of decision making
pre-programmed into the system, in other cases it is learnt online at run time. The
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types of systems we are concerned with in this book are ones which would typically
be considered to be autonomous to a greater or lesser extent. (Not to be confused
with autonomic.)

metacognition/metareasoning Metareasoning is reasoning about reasoning, and
has been the topic of a significant amount of research primarily in the US, where
it has been primarily led by DARPA. Metareasoning relies on meta-self-awareness,
and again the metareasoning community has discussed self-awareness as being im-
portant, but not expanded on the notion significantly.

organic computing This is a vision from a long-running (primarily) German re-
search project to create “life-like” engineered systems, in which self-organising
emergent behaviour is controlled (by an observer/controller component), to ensure
desirability in the self-organisation. The Organic Computing literature also men-
tioned self-awareness as beneficial, but again does not expand on this significantly.

General Terms

adaptability In high level terms, this is similar to adaptivity, but describes a sys-
tem’s potential for adaptation, rather than actual realised adaptivity.

adaptivity In high level terms, this concerns the amount to which a system adapts,
e.g., in the presence of a changing environment, or as a result of its learning.

collective We use the term collective to refer to various types of distributed sys-
tems, typically without central control. Examples include swarms, systems-of-
systems, populations, multi-agent systems, interwoven systems, etc. The term can
be used when there is a need to talk generally of these types of systems, without
restricting the discussion to a specific one.

learnt model A learnt model is a model which has been induced through a process
of (typically online) learning, based on data from sensors and other existing models.
Learnt models hold the conceptual knowledge a self-aware system has concerning
itself, its interactions, history, expectations, goals, etc.

model We use the term model in a very general way, to refer to a conceptual rep-
resentation of some knowledge, typically obtained through sensors. A model could
simply be a direct representation of some data, or could be abstractions of that data,
or further data synthesised from sensory input.

online learning Online learning is the process of learning a model from data on
an ongoing basis. Typically, not all data is available in advance (e.g., it arrives in
a streaming fashion from sensors), and the concept being learnt may change over
time (i.e., concept drift). In online learning, models are often used (e.g., through
self-expression in this case) before learning “completes”, if indeed it ever does.
Hence most online learning algorithms also need to be anytime algorithms, implying
that models are used and improved continuously as time goes by.

self-adaptive system A system which adapts (typically its behaviour) in response
to external or internal changes, but without external control. We have argued that



XXX Glossary

self-awareness is an enabling property for effective self-adaptation. When self-
adaptation behaviour is based on self-awareness, it is a form of self-expression.

self-organising system A system which changes its organisation (e.g., its structure,
architecture, topology), without external control.



Chapter 1
Self-aware Computing: Introduction and
Motivation

Peter R. Lewis, Marco Platzner, Bernhard Rinner, Jim Terresen, and Xin Yao

1.1 Self-aware Computing: A New Paradigm

Designing and operating computing and communication systems are becoming in-
creasingly challenging tasks, due to a multitude of reasons. First, compute nodes
are evolving towards parallel and heterogeneous architectures to realise perfor-
mance gains while minimising their power consumption. Progress in micro(nano)-
electronics allows us to integrate more and more functionality on a single compute
node, but at the same time requires us to deal with increasing numbers of faulty
and unreliable components. Second, distributed systems are growing in the num-
bers and heterogeneity of nodes and must be able to cope with an increasing level of
dynamics. The network topology and the collective resources of a distributed sys-
tem can vary strongly during runtime since nodes may leave and enter the network
dynamically. The position, functionality and available resources of each node may
also change dynamically. Third, future challenging application domains have quite
divergent requirements with respect to functionality and flexibility, performance, re-
source usage and costs, reliability and safety, and security. Fuelled by technological
progress, applications with exciting levels of user interaction will be possible, and
these dynamic socio-technical systems bring with them numerous additional run-
time trade-offs to consider. Fourth, the size and complexity of decentralised com-
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puting systems have grown at an increasingly fast rate, posing new challenges in
terms of scalability and complexity. Based on our experience, we believe that current
design and operation principles and methods will neither be able to scale with fu-
ture systems, nor efficiently handle the variety and changing nature of requirements
and optimisation goals. Novel design and operation principles and methods, such as
those incorporating self-awareness (SA) and self-expression (SE), are needed.

Self-aware computing describes a new paradigm for systems and applications
that proactively gather information: maintain knowledge about their own internal
states and environments; and then use this knowledge to reason about behaviours.
This paradigm is well suited for advanced intelligent decision making in dynamic
and uncertain environments, which can in turn support effective and explainable au-
tonomy and self-adaptation. Self-expression describes behaviours that are based on
the knowledge acquired through system self-awareness, such as self-adaptation and
self-explanation. A self-expressive system can adapt to its environment including its
users, and thus limits the need for users to adapt to fixed system behaviours [390].

Self-awareness is not a new concept and has been studied for a long time in the
fields of psychology and cognitive science [275]. However, a clear understanding
and interpretation of self-awareness in computer science and engineering is lacking.
There has been no universally agreed and accepted definition of self-aware comput-
ing in spite of frequent use of the word “self-aware” in different contexts. Although
there are systems that are declared to be self-aware in one sense or another, little has
been said about engineering methodologies that can help to build such systems. It
has not previously been clear what properties a self-aware system could and should
have, and what capabilities such a system might have.

This book attempts to bridge the gaps in the literature related to self-aware com-
puting, in the spirit of recent work to translate concepts of self-awareness from
psychology to computing [236]. It focuses on key ideas from self-awareness the-
ory, leading to working definitions and pragmatic principles of computational self-
awareness that can be used in engineering self-aware systems and understanding
their behaviours. While it surveys a range of views concerning self-awareness, it
does not attempt to engage in more philosophical debates on the ability of machines
to achieve so-called “true” self-awareness, or what that might mean. As an example
of the pragmatic approach taken in this book, building on notions from psychol-
ogy, different levels of self-awareness as they apply to computing systems are de-
scribed, examples are then used to illustrate what capabilities a system could have
with which level(s) of self-awareness, how these might be implemented, and what
benefits and costs are associated with such functionality. An engineering methodol-
ogy is then introduced to facilitate the design of self-aware systems with different
required capabilities.

This book builds on and extends earlier work in the related fields including auto-
nomic computing [105] and organic computing [277] and architectures like MAPE-
K and Kramer and Magee’s three-layered architecture [225]. It takes an engineering
approach to the design of self-aware computing systems, that includes considering
different levels of self-awareness and the introduction of a reference architecture
for designing self-aware and self-expressive computing systems. As a more con-
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in distributed applications and briefly describes a dedicated middleware implemen-
tation.

Part IV demonstrates how self-awareness and self-expression are useful in the
three widely different application domains of hardware acceleration of financial
computation, object tracking in multi-camera networks, and active music sys-
tems, respectively. Chapter 12 demonstrates how complex financial models can be
speeded up using reconfigurable hardware combined with optimisation algorithms.
Object tracking in multi-camera networks is the topic of Chapter 13, where au-
tonomous monitoring of each camera in a network is combined with learning mech-
anisms to adapt its behaviour to changing conditions. Finally, Chapter 14 illustrates
how persons without musical skills can influence music in interactive music systems
using nature and socially-inspired methods.

The book is a result of extensive teamwork through the EU-funded research
project “Engineering Proprioception in Computing Systems (EPiCS)”. Eight re-
search groups in five different countries collaborated to develop concepts and foun-
dations for self-awareness and self-expression in computing systems and tested and
demonstrated their usefulness in highly different domains. While the book includes
some of the research results, it also, and more importantly, serves the purpose of
stimulating further research into the field of self-aware and self-expressive comput-
ing systems.



Part I
Concepts and Fundamentals



Part I motivates the concepts of self-awareness and self-expression for engineer-
ing computing systems by looking into other disciplines and related concepts. It
introduces a reference architecture for describing and engineering computational
self-awareness and self-expression in computing systems. The architecture provides
a common language which paves a way for identifying architectural patterns influ-
encing the engineering of computational self-awareness and self-expression capa-
bilities across a range of applications. Chapter 2 translates concepts from psychol-
ogy to the domain of computing, introducing key ideas in self-aware computing.
Chapter 3 relates our concepts of computational self-awareness and self-expression
to other efforts in computer science and engineering under the self-awareness la-
bel. Depending on the fields, the term self-awareness may have different meanings.
Chapter 4 concludes the first part by presenting our reference architecture for de-
scribing self-aware and self-expressive computing systems.



Chapter 2

Self-awareness and Self-expression: Inspiration
from Psychology

Peter R. Lewis, Arjun Chandra, and Kyrre Glette

Abstract Self-awareness concepts from psychology are inspiring new approaches
for engineering computing systems which operate in complex dynamic environ-
ments. There has been a broad and long-standing interest in self-awareness for com-
puting, but only recently has a systematic understanding of self-awareness and how
it can be used and evaluated been developed. In this chapter, we take inspiration
from human self-awareness to develop new notions of computational self-awareness
and self-expression. We translate concepts from psychology to the domain of com-
puting, introducing key ideas in self-aware computing. In doing so, this chapter
therefore paves the way for subsequent work in this book.

2.1 Introduction to Self-awareness

The Oxford English Dictionary defines awareness as “knowledge or perception of
a situation or fact.” Informally, we might typically consider that humans build up
knowledge, or become aware of things, by perceiving the world around them. We
observe interactions, listen to other people, watch television, read books, and, par-
ticularly in early life, learn through play. When considering awareness in humans,
it is common to consider that all the knowledge we possess, all of our awareness,
is acquired through perception. This idea was first postulated by Hume [187], who
argued that all human knowledge is induced from experience. What then does it
mean for a human to be self-aware? For Hume, the “self” is not a defined physical
entity, but instead describes the bundle of experiences or perceptions unique to an
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individual. A Humean form of self-awareness might then be considered to consist
of an individual’s knowledge of its experiences. Kant [210] criticised Hume’s view,
extending the scope of the self significantly, arguing that there is some entity which
is the subject of these experiences, and is common through space and time. This
Kantian self synthesises information from experiences with concepts held in the
mind and with the imagination. Kant further argued that as an individual performs
actions within the world, since its actions are based on its synthesised knowledge,
they represent its self, giving rise to the self also as an object. This object in turn is
something which can be perceived and experienced.

Though there is a long history of analysis of the nature of the self in philosophy,
more recently, psychology has made a more pragmatic attempt to develop an under-
standing of the varieties of knowledge individuals possess concerning themselves.
The notion of self-awareness first appears in the literature around the turn of the
twentieth century [25, 382], perhaps most importantly with James [197] making the
distinction between two forms of self based on the differences between the Humean
and Kantian views described above. First, the implicit self, often referred to as the
self-as-subject, or the “I”, is the self which is the subject of experiences. These ex-
periences are unique to the individual, and they are from the individual’s own point
of view, determined by factors such as their sensing apparatus, their situation within
the world, and other factors associated with their own state. Second, the explicit self,
or self-as-object, can be discerned. Here the self is an object of knowledge. It is a
thing which can be recognised, modelled and reasoned about, including in relation
to other objects in the world. An individual’s awareness of its explicit self is often
considered the more advanced form of self-awareness in this distinction, building
on implicit self-awareness. Indeed, implicit self-awareness emerges much earlier in
the lives of human infants than its explicit counterpart does [231].

One commonly considered form of self-awareness is that as measured by the
so-called mirror test [140]. A subject being evaluated is presented with a mirror,
to which it is then allowed to get accustomed. The subject is then distracted and,
without its knowledge, a visible change is made to its appearance. This is usually
done by marking its face, e.g., putting a spot on its cheek or forehead. The subject
is then presented with the mirror again. Any behaviour directed towards this marker
by the subject implies self-recognition, which is seen as being enabled by a mental
representation of oneself (also known as a secondary representation). As Asendorpf
etal. [18] put it:

“[secondury representation] is not u perception of oneself but rather a constructed mental
model of oneself that can be munipulated in funtusy. Therefore, the ability to recognise
oneself in a mirror that requires linking a mirror image (a primary representation) with
one’s self marks the cupucity for secondury representation.”

Explicit self-awareness requires a subject to possess the capacity to construct
such a secondary conceptual representation of itself. What then does the mirror
test tell us about self-awareness? Humans, primates and some other animals have
“passed” the mirror test [140, 18], however, Haikonen [155] showed that very little
sophistication in computing machinery can enable a computational system with vi-
sual sensors to also pass. Haikonen therefore goes on to suggest that the ability or
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2.2.3 Self-awareness in Collective Systems

So far, we have just considered self-awareness in the context of a single individual.
However, Mitchell [272] notes that self-awareness can also be observed in collective
systems, where there is no central point at which such self-knowledge is located.
Examples of these collective systems include those comprised of individuals that
might normally be considered either organisms in their own right (e.g., ants in a
colony) or constituent cells of a larger organism (e.g., neurons in the brain). In these
cases, it appears from an external perspective that such biological collective systems
are self-aware at the level of the collective, even though this property may not be
present at the level of the individual component. This awareness, Mitchell describes
as being concerned with

“information about the globul state of the system, which feeds back to adaptively control
the actions of the system’s low-level components. This information about the global state is
distributed und statistical in nature, and thus is difficult for observers to teuse out. However,
the system’s components are uble, collectively, to use this information in such a way that
the entire system appears to have u coherent und useful sense of its own stute.” [272]

We have added the emphasis here. in order to highlight that a system which be-
haves as if it were self-aware is not necessarily required to possess a single “mind-
like” component!. Indeed, in many cases, the entire system appears self-aware, de-
spite only local knowledge being present at constituent parts of the collective. Self-
awareness might be considered the product of emergence.

This is a key observation which can contribute to the design of self-aware sys-
tems: one need not require that such a system possess a global omniscient controller.
Indeed, many natural systems appear to have been favoured by evolution which do
not have such a central point of control, and rely upon relevant knowledge being
available at appropriate locations within the system. It is highly likely that this idea
can improve the robustness and adaptability of such systems: these are desirable
properties for natural and artificial systems alike.

2.2.4 Self-expression

As we have seen, self-awareness is concerned with knowledge synthesised and held
by an individual about itself and its experiences. This knowledge may be centrally
held, or else distributed in nature. However, in studying the self-awareness prop-
erties of natural and computational systems, we have found it advantageous to ex-
plicitly and separately consider the related process of an individual determining its
behaviour as a result of this knowledge. This process we call self-expression. In

1 Indeed, while the brain has long been known to be a collective system composed of neurons, con-
sciousness in the human mind is itself thought by some [98] to also be a distributed phenomenon,
with nothing like what we might call global knowledge.
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e Private self-awareness: This is a system’s ability to obtain knowledge based on
phenomena that are internal to itself. A system needs internal sensors to achieve
this.

e Public self-awareness: This is a system’s ability to obtain knowledge based
on phenomena external to itself. Such knowledge depends on how the system
itself senses/observes/measures aspects of the environment it is situated in, and
includes knowledge of its situation and context, as well as (potential) impact
and role within its environment.

Some prior work in self-aware computing has considered only private self-
awareness, i.e., a system’s awareness of its own internal state. However, the im-
portance of the availability of external sources of information to self-awareness pro-
cesses should be emphasised: self-awareness is not only concerned with sources of
information internal to the individual. We argue that a full consideration of com-
putational self-awareness also includes public aspects, where a system’s knowledge
of itself in relation to its social and physical environment can be synthesised with
private self-awareness, in order to produce integrated conceptual models. In this
book, we hope to demonstrate that the distinction, inclusion and synthesis of both
public and private self-awareness raise many important questions for engineers of
self-aware computing systems.

2.3.2 Levels of Computational Self-awareness

We now describe our computational framing of the levels of self-awareness, which
were first presented by Faniyi et al. [127] and elaborated upon by Lewis et al. [236].
It is possible to relate the levels of self-awareness to the concepts of private and
public self-awareness, and hence the sources of the relevant knowledge (i.e., based
on internal or external sensors). The relevance of each level to these concepts is
also described. The relationship provides an indication of the architecture that will
be required in order to realise each of the levels. In each case, Neisser’s level of
self-awareness is given on the left, and our corresponding level of computational
self-awareness is on the right.

L. Ecological self — Stimulus-aware
A system is stimulus-aware if it is able to obtain knowledge of stimuli acting
upon it, enabling the ability to respond to events. It does not have knowledge of
past/future stimuli. Since stimuli may originate both internally and externally,
stimulus-awareness can be private, public or both.

2. Interpersonal self — Interaction-aware
A system is interaction-aware if it can obtain knowledge that stimuli and its own
actions constitute interactions with other systems and the environment, It is able
to obtain knowledge via feedback loops that its actions can provoke or cause



