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unN1 X

permissions .

T'her& are 3 Hungs You
con do 1o o file

-- bork staff
‘ ‘o 1 1 1
reod Write eX e.CU+e (user) (qroup’)
Can can can
read  write read £ write reod

ls -1 File.+xT shows Vou permissions.
Here's how to inter pret the output:

W - r\w-

@iajsgfaid
) vser group oll
O00 110 110 106
sticky rw X ruw x riw x
For Fnles
= can read
LJ = can write

% = can execute
For dured'mes i}'s approximately:

' = can |ist files

Fi\e permissians are 2 bits

[0 in bina.rj is & SE'hJid offects
60 Phie Feo P executables

=110 100 |00 $1s -\ !bin/ping

= 5 Y Y

WS r-x r-x root root

T

this means ping always
runs as root

Chmod 644 file 4=+

mean s c.hanae +he
Permissions +o:

Se*%id does 2 diffecent
unrelated things for

executables, dice c.'\'nrtts
and reg

™ o - — vlar 'Fllﬂs
W = ¢an create Files ; .ﬂ
A = can cd into f occess -Fi\es [| Sll‘np\E _ 5"“" UNRIR
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EVE.FL:S pocess on Linux

has a PID (process I D)
like H72.

In /poc /42, +hecels a
lot of VERY USEFUL
Information obout
process 472_.

/Proc_/PlD /cmdline

command line
arquments the process

was stacted with

[proc P10 lexe

symlink fo the process § bi
magic : Wworks even if +he
bina.rcj has been deleted!

all of the process s
environment variables

/proc [PID/environ I

Direc’mrtj with every file
the process has open?

Run

to see the list of files for
process H2.

T'hese: Stﬂmlinks are n.lm mgf:
2 you can use them +o recover

_ deleted filesw

I /pcoc /P\D /stack

The kemel's current stack
for the process. Useful if

it's stuck in a sy.s'fem call.

/PrOC | P\D /mapSs

List of Prn:esslj mem
maps. Shared libraries,

/P(ociPlD / sTatus
Is the program running o

asleep? How much memo
1S it vsing? And much more!

“l'ffff.r

. nore 3

ond

’
T

Loock. ot
oN P(OC

for more information!

heap , anonymous maps, etc.




The Linux Kernel
has code to do
o. lot of -H'\ings

tead From a L ¢make network
ard drive connections
Create new kil #
process process

keyboard

C &nae {i\e
Jrivers

PErmisafuns

Sy stem ca\\§

your program doesn't know

how o do +hose things

»LlTCPT dude I have no
idea how that works.
. ]

NO, T do not know
how the exty Filesystem

is implemented. T just
want to read some files!

programs ask Linux

to do work foc them
using tsystem callsz

please write
+o +his file
pProgram

(SUE'\'E‘I'\ to t“t..-nntna Kemel coded

done ' T wrote
1097 bytes! E

Linux
£ program resumesy

ever'j program uses
system calls

T use the ‘open
Syscall o open

and every, system call
has 0. nomber
(g.g. chmod is #90 on x86.64)

So what's ac.+ua.llg5 going
on when you change a
file's permissions is:

run
syscall #90

roaram | With +h
prog . m!n'_lfg

You can see which system
calls a_program is using

with

$ strace s /tmp

will show You every

system call ‘\s' uses!
I'ZI.S I'P.dl“ts 'fuﬁ'.
strace has ktgk ovechead
$0 doa't rua it on your
production database




T you've ever used

7 kill™

UOU'VE used signa.ls

signols

he Linux kernel sends
processes signals in
lots of situations

h :
your child of pipe
tecminated

is closed

structi
the 4imer yoo e
set Q)CPH"Gd Sesmenh’rmn
-FnuH'

'?

“relood l‘.‘.on{lg e.q. blj ngmx.

YOU can Sena $i%ﬁ&ls
Yourself with the kill

Sys’rem call or command

SIGTERN Kill levels of
SIGRILL Kkill-q ) “die"

SleHUP kill ~-HUP

often :n+erpre+ed as

SIGINT - C#rl-C I vacious

Ewenj signa\ has o default
action, which is one of:

ignore
@ Kill process

@D Kill process AND

make r.ore dump File

| L] stop process

resume process

Vour program can se Tt

Q‘MﬁS‘f an %l ﬂ&\
EE:S' :["ll
C L
Ex&' *!-!-'
exceptions: P'"“'“

SI6GSTOP £ sikILL

can't be -5nofed
got —=

SlkiLLed

stgnals can be hard

custom handlers forc || o handle COffEC‘HLj since

they can happen ot
ANY time

[t °¢f handling o signal

Prﬂ.‘li
SURPRISEY
another :‘:uana.\ v ?




-Fi\e descripi'ors 8

Unix sljs.’fems vse lsof (list open Files) will file descriptors Can
in’regers to track show YOU o process’s open files fiel: e _
open files es on disk

3 lsof -p Y24y, & PID we're

nterested in || ™ PIPeS
,4 open 'thd') @ F(_!)) NAME * Sockets (nehwork. connections)

ldev/pts/+ _
kemel([' ] zdw/;:sﬂr::; , inals Lk scte)
Y

2 pipe:2a17 7 devices (your speaker? /dey /po)

3 /home /bark /a 7 LOTS HORE (event £d, inot
uou. / '}mp} wesome xt signalfd, epoll, ete.) !

these in‘\‘eaers are called r Mot EVER
. ) + YTHING on Unix
file descriptors FD s for file descriptor iS o $ile, but lots of +hinas

— _
\When you cead or wucrite Let's gee how some simple (almost) every process

; e Python code works under has 3 standard FDs:
: : wor _
0 o Fle/pipel o ection ﬁenhf:d' stdin  + O
You do +hat using o file f = open (" File At ™) stdout + 1
deser stderr -+ 2
e%cr‘ phr 'F- rend llnl‘ {\

Behind the sScenes: N re&d -Fm $'\'d Iﬁ"

p, - i

os ‘read from the file

descriptor 0"
. here ace 7
the contents! could be a pipe orfile or termina




Sometimes You want to send

the output of one process
to the jnput of another

When Is does
write(®, “hi"),

WC can read it!

read (@ )
- “hi”
P‘pes are one Ung

\:J butfer /.{WC
@ déii’n. :_.mﬂ'ln @

T¥ dota se’fs urnHen to the pipe
faster than it's read, the buffer

will Fill up. @_@

When +he buffer is full, writes
to @ will block (wai¥) until the

reader reads., Thisis normal £ ok Y

what if your
Jra.r33+ pmce.s.s dies?

%/‘\

T+ we dies, the pipe
will close and s will be
sent SIGPIPE. By default;

SIGPIPE terminates your
Pfﬂﬂﬁss.

You can't write to &5,
nomed pipes |
$ mkfifo my-pipe

This lets 2 unrelated
processes communicale

through a pipe |

@_ £ =open(. I-uj-ptpg’]
fuetenitin")

@ f=open(./ ..plpe\
f. erhnﬁﬂ e “hil”




| ne1’ucrkin3 pm‘l‘ocals
are complicated

sockets

Unix S%S‘fems hoave
on API called the
“<ocket APTI” Hhat

makes i+ easier +o make
network connections

you don't need to
know how TCP works.
Tl take cace of it!

Everu, HTTP library uses
sockets under the hood

P
§ corl aweme.cuma-’] S
Python: requests.qet(” yay.us")

X

oh, cool, T could
Write an HTTP

librn.nj too i¥ T
wanted.® Neot?

* SO MANY edge cases
thovah T &\

AF_INET?
What's that?

AF-INET meons basically

“infemet socket™ it lets you

comnect to other computers

on the internet using their
IP oddress.

The main altemoative ig

AF-UNIX ("unix domain socket™)

foc connecting to programs
on +he same Computer.

10

here's whot gettin
a cot picture with +he

socket APIL looks like:
@ Create o. socket

fd= socket(AF-INET, sock - sTREMY
2 Connect to an TP /pory )
Connect (4 ,12,R.M.15:80)

(3 Make a request

write (£, “CET /cat.png HTTPA

@ Read +he response )
cat-picture = read (fd ... )

3 kinds o internet
(AFE.INET) sockets:

SOCK-STREAM = TCP

r
curl uses this

SOCI;- DGRAM = LDOP

dig (DNS) vses ¥his
SOCk. RAW = just letme
! send TP packets.
ping vses T ill implement
Fhis my own protocol.




UNix domain sockets 1

unix domain sockets
are files .

$ file mbgock .sock
Socket

the file's permissions
determine who can send
dota to the socket

advantage 1

Lets Yoo use file permissions

1o restcict access to HTTR/
database services !

chmod 600 secret. cock

This is uhg Docker uses
Q unix domain socket. ®

o) S0 [y iea

Linux

-H'qeb let 2 programs
on the same computer
Communica'\'e.

Docker vses Unix domain
sock e+5, for example ¥

TP
KO NGET feonfaine) “equest

process

Here you go ¥ _

Q_dUQﬂ'\'OS e 2

reliable (even on the same
wmpt.:“'Er),

LNIX domain dataqram

sockets are reliable ¥
And they won't reacder packets!

UDP sockets acrent &\uass. You can send o file

There are 2 kinds of

oni¥X domain sockets -

Iike. TCPV Lets
You send o,
continuous

Stream of bgi'es :

e
like UDPY Lets
you send discrete

chun ks of data
)

o0 vantage 3

descriptoc over o, unix
domain socket:

Useful when ho.ndliﬂs untrusted
inpui Files¥

here's a file
T downloaded

from sketchy.com

o/

proces




whats in a

1

. | 2
P1D USER and GROUP |[ ENVIRONMENT |[ SIGNAL |
VARIABRLE S HANDLER
process # 129 m A .
(eporting for 5 : like PATHIY you
du'l'tj ' can set +hem with: -
N L sh 3
3 env A=val .fprosmm |
wgmcw G ' PARENT PID COMMAND LINE | OPEN FILES
IRECTORY @ P'}Etlwt}\;r:'lté ARGUMENTS EVerS open file has
Relative paths (-/blak) PtD T::ﬂn" See fhem in an offse:l'.
are relative +o the - / /P10 / . '
working directocy Y T proc cmdline —
chdir changes it. @Plﬁ \29 Dytes of that one

heap! stack!
shared libraries

sometimes one
Sometimes LOTS

the program's binacy)
mmaped files!

— 11 hove
CAP_ PTRACE,
ell T have
CAP_SYS_ADMINS [T




threads 3

Threads let o process threads in the same and theuy share code
do many different things|| process share memory calecolate-pi )
ot +|ne. same time g oty

Tl weite some Hind b'.e"'Pﬁ“h""“hr’

(el e T
- - - y

T'm calcolating +o Ox 129420 in meme
h . ten million di‘?ﬂ' thread 1

‘ read of w1t sofun!

i

=
but each +hread has its

own stack and they can

- be run bg different CPUs
ot +he same +ime

bl T et
Bl&
(j’hf_“d 2 prime num!ur!
— 1 +hread primes ead_

snarin memory can cavse prablems wlmj use +threads instead

(race Candi‘i'ionsﬂ of s-l-a.r-\-:ns o.new process?

-+ o thread tokes less time
1o create .

( Uh oh! that's where
? T was putting my
prime numbers.

T'm going o
add 1 4o that

number ¥

- sharing data. between threads)
+hreou5 is ‘fer% €asy. But it's also
2

easier to make mistakes
with threads .

v WRONG. e eren't supposed




'F|ood"in3 poinT £

a double is 64 bits weird double arithmetic
S$ign exponent feaction
foonieli 10611011 100ti011 100MIOIN 7_521- () 2= 251 - (the next+ number after
1001101 | |E_mmu 0011011 1001101 | ' 252 T 252+1)
-1023
+7 % |.frac + Z—S:l = | « (the next+ number after
That means there arce 1T is 1+ _1;..
2°" doubles. 2000 . 2%
The l::i‘a:si' one is about z & m‘Fmﬂ'? - .'"Finiﬁ'j 'S o double
1023 In{inl+5'l:i12:]5 — nanz"not o nomber”

doubles get facther Javascript only has
apart as they get biager || doubles (no integers 1)

between 2" and g +there > 9*%ga
ace always 2° doubles, || 4007392597490942

+|\95're very Ioaica.l!
Just understand how

evenl :
venly spacecl S yreeq 41 they work and don't ?
that me:ﬁs t+he ‘t;exi' double 90071392549740392 Lse in’reaer.s over 2°
after 2°°is 2% ey, .. - In Sava script
e same number ! uh oh ! — P

2‘51




'Fi\e butferinc

T printed some text
but i+ didn't appear
on the screen. why??

time to learn about

-ﬂuahing! %

3 kinds of buf’?ﬂrt‘ng
(defav\ts vary by libracy)

(D None. This is the
default for stderr.
@ Line bu‘F'Ferina-

(urite after newline). The
default for tecminals.

@“-Full ! bu-F'Ferins.
(urite in big c onks)

The defaoult for files
and pipes.

On Linux, you write to
‘Y‘ilesg terminals with
the System call

v Write e

please write "I w cats”
process | 14 File #1 (stdout)

To force your /O libraroy
to write evenything it
has in its buffer right
now, call lush?

1 JTIN call write ’
d@' away 1l

15

T/0 libraries don't
always call write
when you print.

printf (" T @ cats");

u- TN wait for o newline
print£ (before actually weitine

This is called bu-F‘Fering and
it helps save on syscalls.

when #t's usefol Yo flush
— when wri+in3 an
interactive. prompt !

pyﬂ'\m example:
print (" password: 7 flush = True)

—* when you're writing to a
pipe / socket

no seriously, actually
= write to thal pipe
P please




memory allocation

16

Yyour program hos

your memory ollocator
(ma.lloc.\ \S re.spcnsu‘ble

THine 7 2 Ask the 0S

for more memory ¥

m used

memortj
=———= |0MR Pjrom
binﬂ.rs
—a AIMR stack
‘ l 537 ﬂﬁ h?n.p
the heap is what
Your allocator
manages

YOUI" memorg
allocator's interface

malloc ( size-t size)

allocate size bytes of
memory { return o pninl‘er to it.

free (void* pointer)
mark the memory as unused
(and maybe give back to the 0S).
realloc(void™ pointer, size.t size)
ask for more /less memory for pointer,
Calloc (size.t members, gize.t size)

for 2 thinga.

THING 1 ¢ Keep track of
what memory is used /free.

m used
587 MR 0 free

W /7
AR R )

W (////////7/// i -
- 7%

W /72777777
VR LT L

malloc ( have i+
chhaue_

60"‘13 mnre? E

— oS

:7

it

(L8 O $ree

oo )Oh no! I'm btiﬂs asked
for YO M8 and T don't

=)

malloc tries 1o fill in
unused space when you ask

‘FGI" memnr&

can I have S\2
b)f‘fei O'Fmarnnﬂd?

malloc
Y
I VA MO V8.
/iR R

malloc isnt i magic
s just a function?

you can always -

—*Use a diffecent malloc
|i|5mr5 like
or T Cmalloc tEﬂ.Slj ')

—implement your own
mallo¢ (harder)

allocate array + initialize fo Q.

our New memor




Vir+ua\ me.morLX |7

| i has its
\'\ sical memo ha_s euer'j pfO%f&m
our computer has Phy o |
S1Co
P O-36R

—°%t0x 129520 —» “puppies”
but when your program

program
refecences an add ress 2
like. Ox Sr.bqn.?.&l}

that's not a phgsica\

program
memory address ¥ 2

o oddress.

Linux keeps o. mapping from when your program ever
vir fual memory pages to

accesses o virtual address whic
h'jsicol memory pages called
the page table

= Linux needs to switch
. M Gceessin
Ox 2000 > the page table
'?W cPU - here's the address of
chunk of memory piager ocf IT'lIl look +hai up in - |
— #he page table and \ [|}==) LPOCCES 2950's page table
i

MMU then access +he right
virfual adde pPhysical adde thanks, T'll use

- Phyiitn‘ address
memory
1971 Ox20000 Ox142000 mg

Manaqgement
MMU

time you switch
process S funning,

PI1D

uniy "
2310 Ox 20000 ©x22%000
2310 Ox21000

Ox 9788000 hardwace




Sh ored li brqrne S

Most prnsrmm on Linux
use a bunch of C libraries.

Some popular libraries:

openss | sqlite

(for SSL!) (embedded dbﬂ

lib pere 2lib
(regular’ \ (gz;pﬂ

expressions’f

libstd ce+
(C++ standard libeary 1

how can 'I-‘l'ell what
Shared libraries a

X

Program is using?

{ 144 /use!bin /euc)

lib2.50.1 =5 /1ib/x86.6M...
libresolv.s0.2 =>...
|Ibt .S0, b =2 ive

+3Y more Y

18

There are 2 ways
+o use any Ibrarb.

(D Link it into Yyour binaﬂj

[PaGe]Z\ib]sqlite |

bis binzrs with lots of 'H'-Iﬁsl‘!

@ Use separate shared
libraries

[your code] e~ all different

o1t [salite] ¢ files
I gqota hbmb not

found error when running
m5 bi.'n&nd "

IF you know where the
library is, try setting

the LD_ LIBRARY. PATH
Emirnnmew} variable

n oo {LO-LIBRARY- PATH
JYMM " fells me where 4o look Y

pro%mm s like this

b ‘ sqlite l

are called “s+a+iml15 linked"

ﬂd protamms like +his

are called dynmmmll
r?ked

2lib] |sqlite

where the dynamic
linker looks

(D DT- RPATH in your executable

@ LD- LIBRARY. PATH

@)DT_ RUNPATH in executable
@ lete /1 0. cache

(run ldconf; -p to
See contents
® /b , luse/lib




COpY on write

On Linux,you start
New processes using

the fork () or clone()
Sysﬂ*m call.

C.G.“in(i fork creates

A child process that's
Q. copy of the caller

L yv
u u

parent child

phtﬁsica\ RAM and m{fﬁ

Copies the memoryy
when one of +hem

Tries +o Write

Td like 4o r..\'mnae
PI‘OCQSS -H'm‘l' mMmemor

Okdlj! Tl make you

oV’ owun |
Y b copy | e

6. Liione Tobs Fhnsn s

19

the cloned process
has EXACTLY 4he same
memcr%.

—» same heap

—* Same stack

¥ Same me.morﬂ Mmops

if +he pareat has 368 of

memory, the child will too|

Linux does this btﬁ
qiving both the processes

identical page tobles.

=

|

_

but it marks every page

P Same &—
RAM

Copying all thot memory

e\.rert_») time we fork
would be slow and oo
WL '1.;# e 0 {- Fﬂ A T"JL

often processes call
right- aftec fork,

which means ‘H\es
don't use +he parent
process’s memory

basicallﬂ at ally

—

0.8 read E}ﬂltj.

When o process tries
to write Yo o shared
memory address:

M there's o. Spage fault:

@ Linux maokes a ¢
-IC"F the Pﬂua:;f updates

the process continues,
liu'Full-j ignorant

b
n I just like T have
rocess |\ own cop ]




E#Qrtj Linux process thS

a page table
* page table &
virtual memura physl’tal rnemnad
address address
Ox 197223000 Ox 1422000
Ox 19724000 Ox 1422000
| 0x 1524000  [not in memor
| Ox 1344000 Ox4a000 read onl

“not resident in memary "

USU&H& means +he
doto. i on disk ¥

virtual me mory

g — = = == = |

o/

in RAM

e

on gisk

chin some virtuel memor
9 I

that is actually on disk is
how swap oand mmap work.

20

poge ?auH:s.

whaot happens durrnS
A page fault?

~ the MMU sends an
in’terrupi'

- your Pfﬁamm sfop.s runnmj

SOme pages are marked
as either

X reacl onllj
*not resident in memory

= Linux Kernel code +o handle
the page fault rung
TN fix the problem and

let your program keep
Tunnina

when you tey to access
o.page that's marked
“not resident in memartj:

it 'triggers o !PQSE’— fault !

how SWOo.P work s

(Drun out of RA“}. @Whtn o. program tries to access

R A2 A h . page
s I the me.martﬁ,ﬂmrl s af ~Fn.ul+‘.
@ Linux saves some RAM ® time o move some
data to disk Lmox L00to. back +o0 RAMY
RA M -l -
. i W/ virfual memory B
I® mark those pages os RAM i

“'ncﬂ‘ resident in memory” @) if this hnps a lot, your
n the page table  tresises  program gets VERY SLou

virfual memory 2 :._ Eﬂ I'm n.hqg-i m-‘hns for dota,
4o be moved in £ cut of RAM

N I —




MMOoP

211

o. VERY LARGE FILE
but it won't £t

in memnrb

(mmn.p= “memory map")

sharingy big files
With mma.p

) we all want to

=)~ read +he same fileV

(no problem !> mmap

Even if 10 processes
mmop a file, it will only

be read into memory
Yyonct e

278
Hle

but

load Files lazily

\When you mmap a file, it
3e+~5 Ey_.p_gé into Youl
program’s memaocy,.

reod into RAM uyntil you
‘}‘rlj Yo access +the memoruy,.
(how it works : page 'Fnul-l'saj

with mmap

—" T
Virtual memary

no+h:n3 is ACTUALLY

[$]

dynamfc |inkin3

you foo eh”. no problem,
T n»lua“s. Mmmap, 60

thot file is probably dynamic

loaded inte memo
| read . >

Uses mma.p

I T need +o
program use libc.so.6

C standard libmﬂj

how to mmaop
n py'\'hol’\

import mmagp
{- open (* HUGE. hx "
mm= mmap.mmMmap (£.filenol), 0)
R this won't read +he
file from disk Y
Finishes ~instantly.
print (mm C-1000:])

+\'\i51.wi'|l read only
+he. last 1000 bytes?

ONONYMOUS memary maps

- not from o file
(memory set to @ by defaolt

= with MAP. SHARED, you can
use them to share memory

With a subprocess ¥




Man page secTions 22

man gpages are split vp man pa%e SEC'I'iOﬂS
into ¥ sections
DOBOREDE (D programs  (7) system calls
© $ man grep $ man sendfile
$ man . read $ man ls § man p‘frace
means “ge‘i‘ me the mon page @ C tunctions @ dEViCQS
for read from section 2" $ man Prin‘l'F $ man noll
There's both $ man fopen for /dey/null docs
—» oL program called 1“‘rewt::u:?m'r | @ tile formats @ games
-+ and a system call called read $ man sudoers not super useful.
S0 for letc/sudoers $man 3‘
$ man 1 read 3 man proc is my Favourite

‘Fi‘ﬁ& in fpm(‘_ ! -Frm +hn,‘|' Slt*iﬂﬂ

@ mis»:ella.neou:s sysadrnin progmms

explains concepts?

gives you o different man page from

$ man 2 read

If you don't sp&I:i'Fs a. section, man u;“ $mm = pipe $ man CLP"'

look. +|'II'OUSH all 'l'he SEC"’I'Dns £ show

$ o 1 i k $ man C‘\I"GO.'-
the first one |+ finds. man Symin




\Want o learn more?

L "\ighltﬁ recommend
this book:

__r

Every chapter is a readoble,
short (usually 10-20 pages)
explana+ion of a Linux system.

T used it as a reference

constantlu when writin
this z.‘ne.lj .

T @ it becauvse even though
i'}'s, huae anod CompreJnenSiUL
(1SOO pages "), the c.‘nap”rers
are ShorT cmd self - containe
and it's very easy to pick it
UP Qnd leam some-}lﬂina.

'THE LINUX
PROGRAMMING
INTERFACE

MICHAEL KERRISK
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WHAT ARE THOSE COMPUTERS
SAYING TO EACH OTHER?

WITH TCPDUMP,
YOU CAN FIND OUT!




The man

NAME
tcpdump -

SYNOPSIS
tcpdump

[
[
[
[
[
[
[
[
[
[
[
[

whot's this?

page Tor tcpdump starts like this:

dump traffic on a network

-AbdDefhHIJKLLNNOpgStuUvxX# | [ -B buffer size |

-¢ count ]

-C file_size ] [ -G rotate_seconds ] [ -F file ]

-1 interface ] [ -j tstamp_type ] [ -m module ] [ -M secret ]
——number ] [ -Q in|out|inout ]

-r file ] [ -V file ] [ -s snaplen ] [ -T type ] [ —w file ]
-W filecount ]

-E spi@ipaddr algo:secret,... ]

-y datalinktype | [ -z postrotate-command | [ -Z user ]
-~time-stamp-precision=tstamp_precision ]

-—immediate-mode ] [ —--version ]

expression ]

thot is SO MANY
0p+ions 0m5

Tfm Soina to tell 4oL
wh5 I Q ‘|'cPdump and
how to get started 7



what is tcpdump for?

‘fcpdump captures network trattic
and prin+$ (T out for you.

For ex&mP\el Yes+erda5 DNS lookups

on  my \api‘op were Slow.

oo wha’r S happemng

I know ¥ Tl
use +cpdump ’

$ sude tepdump -n -i any port S3

11:12:44.486716 IP 192,.168.1.170,28282 92.168.1.1.53: 24457+ A7 ask.metafilter.com. (36)
11:12:47.468911 IP 192.168.1.170.28282 92.168.1.1.53: 24457+ A7 ask.metafilter.com. (36)
11:12:50.456712 IP 192.168.1.170,28282 192.168.1.1.53: 24457+ A? ask.metafilter.com. (36)

11:12:50.467894 IP 192.168.1.1.53 > 192.168.1.170.28282: 24457 2/4/5 CNAME metafilter.com., A

54.186.13.33 (307) '\_DN_S response

gDNS queries

This means 'Hna‘l' +here Wwere 3 DNS queries
(ot 1 12 Y4, W:12:47, 11:12:50) , but only
the 2" one got o response ¥

I’f'igurecl my router was probabl5 the problem , so
T restacted it and My intecnet was fast asam!

Let's learn how to debug problems with +cpdump!



queS\'ions You can answer
With tcpdump

- What DNS queries is my laptop s,t?nﬁudirug"_7
$ +deump -t any port S3

I hcwe a. server rurming onN Par-l- 133 F.
Are cmb packe'l'.s Qeriving ot +hot par'l’ AT ALLT

$ +’cpdump - anu p0r+ 1337

—» what packets are coming info that server
from TP 1.2.3.47

$ +deump o anuy por-l' 133% and host 1.2.3.4
— show me all DNS queries. that fail.

3 fcpdump ‘UdP Ell_lg Ox ¥ == ,

(Comp\;ca{'ed’ but i+ work s ¥ This checks for a -F|a5
in the 11th byte of the uDP pqckeﬂ

— hou long o€ +he_ TCP connections on
this box lasting right now ?

Save packets to disk with-
3 +cpdump - \nJ pQCkE+S.pCQP
and ana.lsze_ packefS-pcap in Wireshark



what tecpdump output means

Evernj line of +cpdump output represents a packet.
The par’"’S L Usuallvj pay attention to are

* Source +dest TP addresses and ports

¥ +ime5‘|‘amp

* TCP -Flags like SYN and ACk. Good +or SPO'HMS
+he bes,'nnms of a.TCP connection

¥ the DNS query, for DNS queries

UDP pac_kefi

dest TP
‘l'll"ne s-\‘amp source I P por+ (my rou+ef\ pnri‘
11:12:44.486716 IP 192.168.1.170.28282 > 192.168.1.1.53: 24457+
A? ask.metafilter.com. (36) T
- DNS queryID
DNS qUQ(S (1 ianoce +his)

TCP ‘Flaas.
Sis for SYN

TCP packet:
. is for ACK

09:16:23v402215 IP 192.168.1.170.33016 > 52.84.90.246.443:
Flags 2 | . 9200. op _

W . /
Ever seen o @ Connection refused ' ercor?

Here's what +hat looks like in fTcpdump ¥ s;;nf

09:50:22.544102 IP 127.0.0.1.40822 > 127.0.0.1.1234: Flags [S]

09:50:22.544118 1P 127.0.0.1.1234 > 127.0.0.1.40822: Flagi’[R.\]
RST ACK,

We sent a. SYN o open the connection, but
the secvec replied with an RST packet. Thot~
(38‘|'S ‘ransloted to " connection refused.”



* per £ cheat sheet %

important command line arguments

L \.Jho." dﬁ."-& +0 QE+' 'wh&“' pfa-er(Sj +O le 0-1"

~F: pick sample Frequency -
-F: -0 entire system
3. record s ack traces -p: spec.i-FS a. PID

-€1  choose events to recol d COMMAND : run this '::l'b'utll

* per-F +0p: taej' upda.i—es |ive.! *

# Sample CPUs at 49 Hertz, show top symbols:
perf top -F 49

# Sample CPUs, show top process names and segments:
perf top -ns comm,dso

# Count system calls by process, refreshing every 1 second:
perf top -e raw_syscalls:sys enter -ns comm -d 1

# Count sent network packets by process, rolling output:
stdbuf -oL perf top -e net:net_dev_xmit -ns comm | strings

Bunosy  bundwos
JUans

y per‘F stot : count events Y cpPU counters T %

# CPU counter statistics for COMMAND:
perf stat COMMAND

# *Detailed* CPU counter statistics for COMMAND:
perf stat -ddd command

# Count system calls for PID, until Ctrl-C:
perf stat -e 'syscalls:sys enter_*'-p PID

# Count block device I/0 events for the entire system, for 10
seconds:
perf stat -e 'block:*" ~a sleep 10

* Repor‘\'ing %

# Show perf.data in an ncurses browser:
perf report

# Show perf.data as a text report:
perf report —--stdio

# List all events from perf.data:
perf script

# Annotate assembly 1nstructions from perf.data
# with percentages
perf annotate [--stdio]

| 2.



sourced from brendangreeg. com/perf.html,
which has many more carea.‘l' examples

* PE(' £ tcace . trace 57s+em colls &£ other e\terﬁ's*

# Trace syscalls system wide # Trace syscalls for PID
perf trace perf trace -p PID

* pect recod: record profiling data % s
# Sample CPU functions for COMMAND at 99 Hertz: '\ flecor! _‘_S ;-;nl N
perf record -F 99 COMMAND per‘F.da o TiiE

# Sample CPU functions for PID, until Ctrl-C:
perf record -p PID

# Sample CPU functions for PID, for 10 seconds:
perf record -p PID sleep 10

# Sample CPU stack traces for PID, for 10 seconds:
perf record -p PID -g -- sleep 10

# Sample CPU stack traces for PID, using DWARF to unwind stack:
perf record -p PID --call-graph dwarf

* pecf (ecord * fecocd tracing doto x

# Trace new processes, until Ctrl-C: '\ d int

perf record -e sched:sched_process_exec -a fecoros Into
perf.data Tile

# Trace all context switches, until Ctrl-C:

perf record -e context-switches -a

# Trace all context switches with stack traces, for 10
seconds:

perf record -e context-switches -ag -- sleep 10

# Trace all page faults with stack traces, until Ctrl-C:
perf record -e page-faults -ag

* a. din3 new trace events %

# Add a tracepoint for kernel function tcp sendmsg():
perf probe 'tcp _sendmsg’

# Trace previously created probe:
perf record -e probe:tcp sendmsg -a

# Add a tracepoint for myfunc() and 1nclude the retval as a string:
L perf probe 'myfunc%return +0($retval):string’
<

Trace previous probe when size > 0:
perf record -e probe:tcp_sendmsg --filter 'size > 0’ -a

# Add a tracepoint for do_sys open()with the filename as a string:
perf probe 'do_sys open filename:string’ ‘3

Need kernel “!&5
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